
For the best experience, open this PDF portfolio in
 
Acrobat X or Adobe Reader X, or later.
 

Get Adobe Reader Now! 

http://www.adobe.com/go/reader




HP 10500-CMW710-R7169P01 Release 
Notes 
Software Feature Changes 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 







© Copyright 2015 Hewlett-Packard Development Company, L.P. The information 
contained herein is subject to change without notice. The only warranties for HP products 
and services are set forth in the express warranty statements accompanying such products 
and services. Nothing herein should be construed as constituting an additional warranty. 
HP shall not be liable for technical or editorial errors or omissions contained herein.  
The information in this document is subject to change without notice. 







i 


Contents  


R7169P01 ···································································································································································· 1 


New feature: PFC for Ethernet interfaces ··················································································································· 1 
Configuring PFC for Ethernet interfaces ·························································································································· 1 
Command reference ························································································································································· 3 


priority-flow-control ··················································································································································· 3 
priority-flow-control no-drop dot1p ························································································································· 4 


New feature: Packet capture ······································································································································· 5 
Configuring the packet capture ······································································································································· 5 


Filter elements ··························································································································································· 6 
Building a capture filter ········································································································································ 11 
Building a display filter ········································································································································· 12 
Configuration restrictions and guidelines ··········································································································· 13 
Packet capture configuration task list ·················································································································· 13 
Capturing packets ················································································································································· 14 
Displaying the contents in a packet file ·············································································································· 14 
Packet capture configuration example ················································································································ 14 
Packet file display configuration example ·········································································································· 16 


Command reference ······················································································································································ 16 
packet-capture ······················································································································································· 16 
packet-capture read ·············································································································································· 19 


New feature: PIM NSR ·············································································································································· 20 
Enabling PIM NSR ························································································································································· 20 
Command reference ······················································································································································ 20 


pim non-stop-routing ·············································································································································· 20 


New feature: IPv6 PIM NSR ······································································································································ 21 
Enabling IPv6 PIM NSR ················································································································································· 21 
Command reference ······················································································································································ 21 


ipv6 pim non-stop-routing ····································································································································· 21 


New feature: Global mode for an OpenFlow instance ·························································································· 22 
Setting the global mode for an OpenFlow instance ··································································································· 22 
Command reference ······················································································································································ 22 


classification global ·············································································································································· 22 


New feature: EVB ······················································································································································· 23 
Configuring EVB ····························································································································································· 23 
Command reference ······················································································································································ 23 


New feature: EVI ························································································································································ 23 
Configuring EVI ······························································································································································ 23 
Command reference ······················································································································································ 23 


New feature: FCoE ···················································································································································· 23 
Configuring FCoE··························································································································································· 23 
Command reference ······················································································································································ 23 


New feature: MACsec ··············································································································································· 23 
Configuring MACsec ····················································································································································· 23 
Command reference ······················································································································································ 23 







ii 


New feature: VXLAN ················································································································································· 24 
Configuring VXLAN ······················································································································································· 24 
Command reference ······················································································································································ 24 


Modified feature: ISSU ·············································································································································· 24 
Specifying images for PEX upgrade ···························································································································· 24 
Command reference ······················································································································································ 24 


New command: issu pex ······································································································································ 24 


 







1 


R7169P01 


This release has the following changes: 


• New feature: PFC for Ethernet interfaces 


• New feature: Packet capture 


• New feature: PIM NSR 


• New feature: IPv6 PIM NSR 


• New feature: Global mode for an OpenFlow instance 


• New feature: EVB 


• New feature: EVI 


• New feature: FCoE 


• New feature: MACsec 


• New feature: VXLAN 


• Modified feature: ISSU 


New feature: PFC for Ethernet interfaces 


Configuring PFC for Ethernet interfaces  


 IMPORTANT: 


• PFC is applicable only to non-IRF physical interfaces on SF, SG, and EC cards as well as 
LSU1CGC2SE0(JG916A), LSUM2GP44TSSE0(JH191A, JH199A), and LSUM2GT48SE0(JH192A, 
JH200A) cards. 


• 100-GE interfaces do not support PFC. 
 


When congestion occurs in the network, the local device notifies the peer to stop sending packets 
carrying the specified 802.1p priority if all of the following conditions exist: 


• Both the local end and the remote end have PFC enabled. 


• Both the local end and the remote end have the priority-flow-control no-drop dot1p command 
configured. 


• The specified 802.1p priority is in the 802.1p priority list specified by the dot1p-list argument. 


• The local end receives a packet carrying the specified 802.1p priority. 


The state of the PFC feature is determined by the PFC configuration on the local end and on the peer end. 
In Table 1: 


• The first row lists the PFC configuration on the local interface.  


• The first column lists the PFC configuration on the peer.  


• The Enabled and Disabled fields in other cells are possible negotiation results.  


Make sure all interfaces that a data flow passes through have the same PFC configuration. 
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Table 1 PFC configurations and negotiation results 


Local (right) 
Peer (below) 


enable auto Default 


enable Enabled Enabled. Disabled 


auto Enabled 
• Enabled if negotiation succeeds. 
• Disabled if negotiation fails. 


Disabled 


Default Disabled Disabled. Disabled 
 


Configuration restrictions and guidelines 
When you configure PFC, follow these restrictions and guidelines: 


• To make PFC take effect on an Ethernet interface, you must configure PFC in both system view and 
Ethernet interface view. Make sure the 802.1p priorities of packets to be preferentially sent out of the 
interface are within both of the following lists: 


 The 802.1p priority list specified in system view. 


 The 802.1p priority list specified in Ethernet interface view. 


• To avoid packet dropping, apply the same PFC configuration to all interfaces that the packets pass 
through. 


• If you do not enable PFC on an interface, the interface can receive but cannot process PFC pause 
frames. To make PFC take effect, you must enable PFC on both ends. 


• The relationship between PFC and generic flow control is shown in Table 2. 


Table 2 The relationship between PFC and generic flow control 


flow-control priority-flow-co
ntrol enable


priority-flow-cont
rol no-drop dot1p Remarks 


Unconfigurable Configured Configured 


After you enable PFC on an interface and 
for the specified 802.1p priorities, you 
cannot enable generic flow control on the 
interface.  


Configured Configurable Unconfigurable 


After you enable generic flow control on 
an interface, you can enable PFC on the 
interface but not for the specified 802.1p 
priorities. 


 


Configuration procedure 
To configure PFC on an Ethernet interface: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable PFC in auto mode or 
forcibly. 


priority-flow-control { auto | 
enable } By default, PFC is disabled.  


3. Enable PFC for 802.1p 
priorities. 


priority-flow-control no-drop 
dot1p dot1p-list 


By default, PFC is disabled for all 
802.1p priorities.  
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Step Command Remarks 


4. Enter Ethernet interface view. interface interface-type 
interface-number 


N/A 


5. Enable PFC in auto mode or 
forcibly on the Ethernet 
interface. 


priority-flow-control { auto | 
enable } 


By default, PFC is disabled. 


6. Enable PFC for 802.1p 
priorities. 


priority-flow-control no-drop 
dot1p dot1p-list 


By default, PFC is disabled for all 
802.1p priorities. 


 


 NOTE: 


• Use the qos map-table command to map an 802.1p priority to a local priority. For more information 
about the qos map-table command, see ACL and QoS Command Reference. 


• After you enable PFC for an 802.1p priority, make sure the 802.1p priority uses the default 802.1p-local
priority map. For more information about the default 802.1p-local priority map, see ACL and QoS 
Configuration Guide. 


 


Command reference 


priority-flow-control 


 IMPORTANT: 


• PFC is applicable only to non-IRF physical interfaces on SF, SG, and EC cards as well as 
LSU1CGC2SE0(JG916A), LSUM2GP44TSSE0(JH191A, JH199A), and LSUM2GT48SE0(JH192A, 
JH200A) cards. 


• 100-GE interfaces do not support PFC. 
 


Use priority-flow-control to enable PFC in auto mode or forcibly. 


Use undo priority-flow-control to disable PFC.  


Syntax 


priority-flow-control { auto | enable } 


undo priority-flow-control 


Default 


PFC is disabled on Ethernet interfaces.  


Views 


System view, Ethernet interface view 


Predefined user roles 


network-admin 


mdc-admin 


Parameters 


auto: Specifies PFC in auto mode. In this mode, the local end automatically negotiates the PFC status with 
its peer. 
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enable: Forcibly enables PFC. 


Usage guidelines 


When congestion occurs in the network, the local device notifies the peer to stop sending packets 
carrying the specified 802.1p priority if all of the following conditions exist: 


• Both the local end and the remote end have PFC enabled. 


• Both the local end and the remote end have the priority-flow-control no-drop dot1p command 
configured. 


• The specified 802.1p priority is in the 802.1p priority list specified by the dot1p-list argument. 


• The local end receives a packet carrying the specified 802.1p priority. 


Examples 


# Enable PFC in auto mode on GigabitEthernet 1/0/1. 
<Sysname> system-view 


[Sysname] interface gigabitethernet 1/0/1 


[Sysname-GigabitEthernet1/0/1] priority-flow-control auto 


Related commands 


priority-flow-control no-drop dot1p 


priority-flow-control no-drop dot1p 


Use priority-flow-control no-drop dot1p to enable PFC for 802.1p priorities. 


Use undo priority-flow-control no-drop dot1p to restore the default. 


Syntax 


priority-flow-control no-drop dot1p dot1p-list 


undo priority-flow-control no-drop dot1p 


Default 


PFC is disabled for all 802.1p priorities. 


Views 


System view, Ethernet interface view 


Predefined user roles 


network-admin 


mdc-admin 


Parameters 


dot1p-list: Specifies an 802.1p priority (or dot1p priority) list to identify flows that are subject to PFC (for 
example: 1,3-5). A hyphen (-) connects two numeric values, which together indicate a continuous value 
range. Different values or value ranges are separated with commas (,). You can configure up to 16 
characters for this argument.  


Usage guidelines 


After you enable PFC for an 802.1p priority, make sure the 802.1p priority uses the default 802.1p-local 
priority map. For more information about the default 802.1p-local priority map, see ACL and QoS 
Configuration Guide. 
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Use the qos map-table command to map an 802.1p priority to a local priority. For more information 
about the qos map-table command, see ACL and QoS Command Reference. 


When congestion occurs in the network, a packet is transmitted preferentially if both of the following 
conditions exist: 


• Both the local end and the remote end have PFC enabled and have the priority-flow-control 
no-drop dot1p command configured. 


• The 802.1p priority of the packet received on the local end is within the 802.1p priority list specified 
by the dot1p-list argument. 


• The relationship between PFC and generic flow control is shown in Table 2. 


Table 3 The relationship between PFC and generic flow control 


flow-control priority-flow-co
ntrol enable


priority-flow-cont
rol no-drop dot1p Remarks 


Unconfigurable Configured Configured 


After you enable PFC on an interface and 
for the specified 802.1p priorities, you 
cannot enable the generic flow control 
feature on the interface.  


Configured Configurable Unconfigurable 


After you enable the generic flow control 
feature on an interface, you can enable 
PFC on the interface but not for the 
specified 802.1p priorities. 


 


Examples 


# Enable PFC in auto mode on GigabitEthernet 1/0/1, and enable PFC for 802.1p priority 5. 
<Sysname> system-view 


[Sysname] interface gigabitethernet 1/0/1 


[Sysname-GigabitEthernet1/0/1] priority-flow-control auto 


[Sysname-GigabitEthernet1/0/1] priority-flow-control no-drop dot1p 5 


Related commands 


• priority-flow-control 


• flow-control 


• flow-control receive enable 


New feature: Packet capture 


Configuring the packet capture 


The packet capture feature captures incoming packets that are to be forwarded in CPU. The feature 
displays the captured packets in real time, and allows you to save the captured packets to a .pcap file 
for future analysis. 


The packet capture supports capture filters and display filters. You can use expressions to match packets 
to capture or display. 
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Filter elements 


A capture or display filter contains a keyword string or multiple keyword strings that are connected by 
operators. 


Keywords include the following types: 


• Qualifiers—Fixed keyword strings. For example, you must use the ip qualifier to specify the IPv4 
protocol. 


• Variables—Values supplied by users in the required format. For example, you can set an IP address 
to 2.2.2.2 or any other valid values. 


A variable must be modified by one or multiple qualifiers. For example, to capture any packets sent from 
the host at 2.2.2.2, use the filter src host 2.2.2.2. 


Operators include the following types: 


• Logical operators—Perform logical operations, such as the AND operation. 


• Arithmetic operators—Perform arithmetic operations, such as the ADD operation. 


• Relational operators—Indicate the relation between keyword strings. For example, the = operator 
indicates equality. 


This document provides basic information about these elements. For more information about capture and 
display filters, go to the following websites: 


• http://wiki.wireshark.org/CaptureFilters. 


• http://wiki.wireshark.org/DisplayFilters. 


Capture filter keywords 
Table 1 and Table 2 describe the qualifiers and variables for capture filters, respectively. 


Table 1 Qualifiers for capture filters 


Category Description Examples


Protocol 


Matches a protocol.  


If you do not specify a protocol 
qualifier, the filter matches any 
supported protocols. 


• arp—Matches ARP. 
• icmp—Matches ICMP. 
• ip—Matches IPv4. 
• ip6—Matches IPv6. 
• tcp—Matches TCP. 
• udp—Matches UDP. 


Direction 


Matches packets based on its 
source or destination location (an 
IP address or port number). 


If you do not specify a direction 
qualifier, the src or dst qualifier 
applies. 


• src—Matches the source IP address field. 
• dst—Matches the destination IP address 


field. 
• src or dst—Matches the source or 


destination IP address field. 


NOTE: 


The src or dst qualifier applies if you do not 
specify a direction qualifier. For example, port 
23 is equivalent to src or dst port 23. 



http://wiki.wireshark.org/CaptureFilters�

http://wiki.wireshark.org/DisplayFilters�
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Category Description Examples


Type Specifies the direction type. 


• host—Matches the IP address of a host. 
• net—Matches an IP subnet. 
• port—Matches a service port number. 
• portrange—Matches a service port range.


NOTE: 


The host qualifier applies if you do not specify 
any type qualifier. For example, src 2.2.2.2 is 
equivalent to src host 2.2.2.2.  


To specify an IPv6 subnet, you must specify the 
net qualifier. 


Others 
Any other qualifiers than the 
previously described qualifiers. 


• broadcast—Matches broadcast packets. 
• multicast—Matches multicast and 


broadcast packets. 
• less—Matches packets that are less than or 


equal to a specific size. 
• greater—Matches packets that are greater 


than or equal to a specific size. 
• len—Matches the packet length. 
• vlan—Matches VLAN packets. 


 


 NOTE: 


The broadcast, multicast, and all protocol qualifiers cannot modify variables. 
 


Table 2 Variable types for capture filters 


Variable type Description Examples 


Integer 
Represented in binary, octal, 
decimal, or hexadecimal notation. 


The port 23 expression matches traffic sent to or from 
port number 23. 


Integer range 
Represented by hyphenated 
integers. 


The portrange 100-200 expression matches traffic 
sent to or from any ports in the range of 100 to 200. 


IPv4 address 
Represented in dotted decimal 
notation. 


The src 1.1.1.1 expression matches traffic sent from 
the IPv4 host at 1.1.1.1.  


IPv6 address 
Represented in colon hexadecimal 
notation. 


The dst host 1::1 expression matches traffic sent to 
the IPv6 host at 1::1. 


IPv4 subnet 
Represented by an IPv4 network ID 
or an IPv4 address with a mask.  


Both of the following expressions match traffic sent to 
or from the IPv4 subnet 1.1.1.0/24:  
• src 1.1.1. 
• src net 1.1.1.0/24. 


IPv6 network 
segment 


Represented by an IPv6 address 
with a prefix length. 


The dst net 1::/64 expression matches traffic sent to 
the IPv6 network 1::/64. 


 


Capture filter operators 


Capture filters support logical operators (Table 3), arithmetic operators (Table 4), and relational 
operators (Table 5). Logical operators can use both alphanumeric and nonalphanumeric symbols. The 
arithmetic and relational operators can use only nonalphanumeric symbols. 
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Logical operators are left associative. They group from left to right. The not operator has the highest 
priority. The and and or operators have the same priority. 


Table 3 Logical operators for capture filters 


Nonalphanumeri
c symbol 


Alphanumeric 
symbol Description 


! not 


Reverses the result of a condition.  


Use this operator to capture traffic that matches the opposite value 
of a condition. 


For example, to capture non-HTTP traffic, use not port 80.  


&& and 


Joins two conditions.  


Use this operator to capture traffic that matches both conditions. 


For example, to capture non-HTTP traffic that is sent to or from 
1.1.1.1, use host 1.1.1.1 and not port 80. 


|| or 


Joins two conditions.  


Use this operator to capture traffic that matches either of the 
conditions. 


For example, to capture traffic that is sent to or from 1.1.1.1 or 
2.2.2.2, use  host 1.1.1.1 or host 2.2.2.2.  


 


Table 4 Arithmetic operators for capture filters 


Nonalphanumeric 
symbol Description 


+ Adds two values. 


- Subtracts one value from another.  


* Multiplies one value by another. 


/ Divides one value by another. 


& Returns the result of the bitwise AND operation on two integral values in binary form.


| Returns the result of the bitwise OR operation on two integral values in binary form.


<< 
Performs the bitwise left shift operation on the operand to the left of the operator. The 
right-hand operand specifies the number of bits to shift. 


>> 
Performs the bitwise right shift operation on the operand to the left of the operator. 
The right-hand operand specifies the number of bits to shift. 


[ ] 


Specifies a byte offset relative to a protocol layer. This offset indicates the byte where 
the matching begins. 


You must enclose the offset value in the brackets and specify a protocol qualifier. For 
example, ip[6] matches the seventh byte of payload in IPv4 packets (the byte that is 
six bytes away from the beginning of the IPv4 payload). 
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Table 5 Relational operators for capture filters 


Nonalphanumeric 
symbol Description 


= 
Equal to.  


For example, ip[6]=0x1c matches an IPv4 packet if its seventh byte of payload is 
equal to 0x1c. 


!= 
Not equal to.  


For example, len!=60 matches a packet if its length is not equal to 60 bytes. 


> 
Greater than.  


For example, len>100 matches a packet if its length is greater than 100 bytes.  


< 
Less than.  


For example, len<100 matches a packet if its length is less than 100 bytes. 


>= 
Greater than or equal to.  


For example, len>=100 matches a packet if its length is greater than or equal to 
100 bytes. 


<= 
Less than or equal to.  


For example, len<=100 matches a packet if its length is less than or equal to 100 
bytes. 


 


Display filter keywords 
Table 6 and Table 7 describe the qualifiers and variables for display filters, respectively. 


Table 6 Qualifiers for display filters 


Category Description Examples


Protocol Matches a protocol. 


• eth—Matches Ethernet. 
• ftp—Matches FTP. 
• icmp—Matches ICMP. 
• ip—Matches IPv4. 
• ipv6—Matches IPv6. 
• tcp—Matches TCP. 
• telnet—Matches Telnet. 
• udp—Matches UDP. 


Packet field 


Matches a field in packets by using a 
dotted string in the 
protocol.field[.level1-subfield]…[.leveln-s
ubfield] format. 


• tcp.flags.syn—Matches the SYN bit in the 
flags field of TCP. 


• tcp.port—Matches the source or destination 
port field. 


 


 NOTE: 


The protocol qualifiers cannot modify variables. 
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Table 7 Variable types for display filters 


Variable 
type Description 


Integer 


Represented in binary, octal, decimal, or hexadecimal notation.  


For example, to display IP packets that are less than or equal to 1500 bytes, use one of the 
following expressions: 
• ip.len le 1500. 
• ip.len le 02734. 
• ip.len le 0x436. 


Boolean 


This variable type has two values: true or false. 


This variable type applies if you use a packet field string alone to identify the presence of 
a field in a packet.  
• If the field is present, the match result is true. The filter displays the packet. 
• If the field is not present, the match result is false. The filter does not display the packet.


For example, to display TCP packets that contain the SYN field, use tcp.flags.syn. 


MAC 
address 
(six bytes) 


Uses colons (:), dots (.), or hyphens (-) to break up the MAC address into two or four 
segments.  


For example, to display packets that contain a destination MAC address of ffff.ffff.ffff, use 
one of the following expressions: 
• eth.dst==ff:ff:ff:ff:ff:ff. 
• eth.dst==ff-ff-ff-ff-ff-ff. 
• eth.dst ==ffff.ffff.ffff. 


IPv4 
address 


Represented in dotted decimal notation. 


For example:  
• To display IPv4 packets that are sent to or from 192.168.0.1, use ip.addr==192.168.0.1.
• To display IPv4 packets that are sent to or from 129.111.0.0/16, use 


ip.addr==129.111.0.0/16. 


IPv6 
address 


Represented in colon hexadecimal notation.  


For example: 
• To display IPv6 packets that are sent to or from 1::1, use ipv6.addr==1::1. 
• To display IPv6 packets that are sent to or from 1::/64, use ipv6.addr==1::/64. 


String 
Character string.  


For example, to display HTTP packets that contain the string HTTP/1.1 for the request 
version field, use http.request version=="HTTP/1.1". 


 


Display filter operators 
Display filters support logical operators (Table 8) and relational operators (Table 9). Both operator types 
can use alphanumeric and nonalphanumeric symbols. 


Logical operators are left associative. They group from left to right. Table 8 displays logical operators by 
priority, from the highest to the lowest. The and and or operators have the same priority: 
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Table 8 Logical operators for display filters 


Nonalphanumeric
symbol 


Alphanumeric 
symbol 


Description 


[ ] 


No 
alphanumeric 
symbol is 
available. 


Used with protocol qualifiers. For more information, see "The 
proto[…] expression." 


! not 
Displays packets that do not match the condition connected to this 
operator. 


&& and 
Joins two conditions.  


Use this operator to display traffic that matches both conditions. 


|| or 
Joins two conditions. 


Use this operator to display traffic that matches either of the 
conditions. 


 


Table 9 Relational operators for display filters 


Nonalphanumeric
symbol 


Alphanumeric 
symbol 


Description 


== eq 
Equal to. 


For example, ip.src==10.0.0.5 displays packets with the source IP 
address as 10.0.0.5. 


!= ne 
Not equal to.  


For example, ip.src!=10.0.0.5 displays packets whose source IP 
address is not 10.0.0.5. 


> gt 
Greater than.  


For example, frame.len>100 displays frames with a length greater 
than 100 bytes.  


< lt 
Less than.  


For example, frame.len<100 displays frames with a length less 
than 100 bytes. 


>= ge 
Greater than or equal to.  


For example, frame.len ge 0x100 displays frames with a length 
greater than or equal to 256 bytes. 


<= le 
Less than or equal to.  


For example, frame.len le 0x100 displays frames with a length less 
than or equal to 256 bytes. 


 


Building a capture filter 


This section provides the most commonly used expression types for capture filters. 


Logical expression 


Use this type of expression to capture packets that match the result of logical operations. 
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Logical expressions contain keywords and logical operators. For example: 


• not port 23 and not port 22—Captures packets with a port number that is not 23 or 22.  


• port 23 or icmp—Captures packets with a port number 23 or ICMP packets. 


In a logical expression, a qualifier can modify more than one variable connected by its nearest logical 
operator. For example, to capture packets sourced from IPv4 address 192.168.56.1 or IPv4 network 
192.168.27, use either of the following expressions: 


• src 192.168.56.1 or 192.168.27. 


• src 192.168.56.1 or src 192.168.27. 


The expr relop expr expression 
Use this type of expression to capture packets that match the result of arithmetic operations. 


This expression contains keywords, arithmetic operators (expr), and relational operators (relop). For 
example, len+100>=200 captures packets that are greater than or equal to 100 bytes. 


The proto [ expr:size ] expression 
Use this type of expression to capture packets that match the result of arithmetic operations on a number 
of bytes relative to a protocol layer. 


This type of expression contains the following elements: 


• proto—Specifies a protocol layer. 


• []—Performs arithmetic operations on a number of bytes relative to the protocol layer. 


• expr—Specifies the arithmetic expression. 


• size—Specifies the byte offset. This offset indicates the number of bytes relative to the protocol layer. 
The operation is performed on the specified bytes. The offset is set to 1 byte if you do not specify an 
offset. 


For example, ip[0]&0xf !=5 captures an IP packet if the result of ANDing the first byte with 0x0f is not 5. 


To match a field, you can specify a field name for expr:size. For example, icmp[icmptype]=0x08 
captures ICMP packets that contain a value of 0x08 in the Type field. 


The vlan vlan_id expression 
Use this type of expression to capture 802.1Q tagged VLAN traffic. 


This type of expression contains the vlan vlan_id keywords and logical operators. The vlan_id variable 
is an integer that specifies a VLAN ID. For example, vlan 1 and ip6 captures IPv6 packets in VLAN 1. 


To capture 802.1Q tagged traffic, you must use the vlan vlan_id expression prior to any other expressions. 
An expression matches untagged packets if it does not follow a vlan vlan_id expression. For example: 


• vlan 1 and !tcp—Captures VLAN 1-tagged non-TCP packets. 


• icmp and vlan 1—Captures untagged ICMP packets that are VLAN 1 tagged. This expression does 
not capture any packets because no packets can be both tagged and untagged. 


Building a display filter 


This section provides the most commonly used expression types for display filters. 


Logical expression 
Use this type of expression to display packets that match the result of logical operations. 
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Logical expressions contain keywords and logical operators. For example, ftp or icmp displays all FTP 
packets and ICMP packets. 


Relational expression 
Use this type of expression to display packets that match the result of comparison operations.  


Relational expressions contain keywords and relational operators. For example, ip.len<=28 displays IP 
packets that contain a value of 28 or fewer bytes in the length field. 


Packet field expression 


Use this type of expression to display packets that contain a specific field. 


Packet field expressions contain only packet field strings. For example, tcp.flags.syn displays all TCP 
packets that contain the SYN bit field. 


The proto[…] expression 
Use this type of expression to display packets that contain specific field values. 


This type of expression contains the following elements: 


• proto—Specifies a protocol layer or packet field.  


• […]—Matches a number of bytes relative to a protocol layer or packet field. Values for the bytes to 
be matched must be a hexadecimal integer string. The expression in brackets can use the following 
formats: 


 [n:m]—Matches a total of m bytes after an offset of n bytes from the beginning of the specified 
protocol layer or field. To match only 1 byte, you can use both [n] and [n:1] formats. For 
example, eth.src[0:3]==00:00:83 matches an Ethernet frame if the first three bytes of its source 
MAC address are 0x00, 0x00, and 0x83. The eth.src[2] == 83 expression matches an 
Ethernet frame if the third byte of its source MAC address is 0x83. 


 [n-m]—Matches a total of (m-n+1) bytes, starting from the (n+1)th byte relative to the beginning 
of the specified protocol layer or packet field. For example, eth.src[1-2]==00:83 matches an 
Ethernet frame if the second and third bytes of its source MAC address are 0x00 and 0x83, 
respectively. 


Configuration restrictions and guidelines 


To use the packet capture feature, you must install the feature image by using the boot-loader or install 
command. The feature image file uses the 10500-CMW710-PACKET-CAPTURE-version.bin format, for 
example, 10500-CMW710-PACKET-CAPTURE-A7145.bin. For more information about the commands, 
see Fundamentals Command Reference. 


Packet capture configuration task list 


Tasks at a glance Remarks


(Required.) Capturing packets N/A 


(Optional.) Displaying the contents in a packet file 
This task is available only if you configure the 
capture to save packets to a file. 
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Capturing packets 


 IMPORTANT: 


To capture or display desired packets, make sure the filter expressions do not conflict. The system does not
check for logic errors. 
 


Packet capture captures only incoming packets that are forwarded through CPU. To capture packets that 
are forwarded through chips, you must configure a QoS policy to mirror packets to the CPU. For more 
information about mirroring, see "Configuring flow mirroring." 


The capture displays captured packets in real time. You can configure the capture to save captured 
packets to a file or filter packets to display. 


You cannot configure the device from the CLI while the capture is operating. To stop the capture while it 
is capturing packets, press Ctrl+C. There might be a delay for the capture to stop because of heavy 
traffic. 


To capture packets: 
 


Task Command


Capture incoming packets on 
an interface. 


• Save captured packets to a file: 
packet-capture interface interface-type interface-number [ capture-filter 
capt-expression | limit-captured-frames limit | limit-frame-size bytes | 
autostop filesize kilobytes | autostop duration seconds | autostop files 
numbers | capture-ring-buffer filesize kilobytes | capture-ring-buffer 
duration seconds | capture-ring-buffer files numbers ] * write filepath [ raw 
| { brief | verbose } ] * 


• Filter packets to display:  
packet-capture interface interface-type interface-number [ capture-filter 
capt-expression | display-filter disp-expression | limit-captured-frames 
limit | limit-frame-size bytes | autostop duration seconds ] * [ raw | { brief 
| verbose } ] * 


 


Displaying the contents in a packet file 


Task Command Remarks 


Display the contents in a 
packet file. 


packet-capture read filepath [ verbose ] 
[ display-filter disp-expression ] [ raw | { brief | 
verbose } ] * 


A packet file must use 
the .pcap or .pcapng 
extension.  


 


Packet capture configuration example 


Network requirements 
As shown in Figure 1, capture the following incoming IP packets on GigabitEthernet 1/0/1: 


• Packets forwarded through the CPU. 


• Packets that are sourced from 192.168.56.1 0 and forwarded through chips. 
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Figure 1 Network diagram 


 
 


Configuration procedure 
# Create an IPv4 advanced ACL to match packets that are sourced from 192.168.56.1 0. 
<SwitchA> system-view 


[SwitchA] acl number 3000 


[SwitchA-acl-adv-3000] rule permit ip source 192.168.56.1 0 


# Configure a traffic behavior to mirror traffic to the CPU. 
<SwitchA> system-view 


[SwitchA] traffic behavior behavior1 


[SwitchA-behavior-behavior1] mirror-to cpu 


# Configure a traffic class to use the ACL to match traffic. 
<SwitchA> system-view 


[SwitchA] traffic classifier classifier1 


[SwitchA-classifier-class1] if-match acl 3000 


# Associate the traffic class with the traffic behavior in a QoS policy. 
<SwitchA> system-view 


[SwitchA] qos policy user1 


[SwitchA-qospolicy-user1] classifier classifier1 behavior behavior1 


# Apply the QoS policy to the incoming traffic of GigabitEthernet 1/0/1. 
<SwitchA> system-view 


[SwitchA] interface gigabitethernet 1/0/1 


[SwitchA-GigabitEthernet1/0/1] qos apply policy user1 inbound 


# Capture incoming traffic on GigabitEthernet 1/0/1. 
<DeviceA> packet-capture interface gigabitethernet1/0/1 


Capturing on Gigabitethernet1/0/1 


1   0.000000 192.168.56.1 -> 192.168.56.2 TCP 62 6325 > telnet [SYN] Seq=0 Win 


=65535 Len=0 MSS=1460 SACK_PERM=1 


  2   0.000061 192.168.56.1 -> 192.168.56.2 TCP 60 6325 > telnet [ACK] Seq=1 Ack 


=1 Win=65535 Len=0 


  3   0.024370 192.168.56.1 -> 192.168.56.2 TELNET 60 Telnet Data ... 


  4   0.024449 192.168.56.1 -> 192.168.56.2 TELNET 78 Telnet Data ... 


  5   0.025766 192.168.56.1 -> 192.168.56.2 TELNET 65 Telnet Data ... 


  6   0.035096 192.168.56.1 -> 192.168.56.2 TELNET 60 Telnet Data ... 


  7   0.047317 192.168.56.1 -> 192.168.56.2 TCP 60 6325 > telnet [ACK] Seq=42 Ac 


k=434 Win=65102 Len=0 


  8   0.050994 192.168.56.1 -> 192.168.56.2 TCP 60 6325 > telnet [ACK] Seq=42 Ac 


k=436 Win=65100 Len=0 


  9   0.052401 192.168.56.1 -> 192.168.56.2 TCP 60 6325 > telnet [ACK] Seq=42 Ac 


k=438 Win=65098 Len=0 


 10   0.057736 192.168.56.1 -> 192.168.56.2 TCP 60 6325 > telnet [ACK] Seq=42 Ac 


k=440 Win=65096 Len=0 


Network Network


Switch A


GE1/0/1
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10 packets captured 


Packet file display configuration example 


Network requirements 
As shown in Figure 2: 


• Capture 10 incoming packets on GigabitEthernet 1/0/1 and save the packets to a packet file.  


• Display contents in the file. 


Figure 2 Network diagram 


 
 


Configuration procedure 
# Capture packets on GigabitEthernet 1/0/1. Set the maximum number of captured packets to 10. Save 
the packets to the file flash:/a.pcap. 
<DeviceA> packet-capture interface gigabitethernet1/0/1 limit-captured-frames 10 write 
flash:/a.pcap 


Capturing on Gigabitethernet1/0/1 


10 


# Display the contents in the packet file. 
<DeviceA> packet-capture read flash:/a.pcap 


1   0.000000 192.168.56.1 -> 192.168.56.2 TCP 62 6325 > telnet [SYN] Seq=0 Win 


=65535 Len=0 MSS=1460 SACK_PERM=1 


  2   0.000061 192.168.56.1 -> 192.168.56.2 TCP 60 6325 > telnet [ACK] Seq=1 Ack 


=1 Win=65535 Len=0 


  3   0.024370 192.168.56.1 -> 192.168.56.2 TELNET 60 Telnet Data ... 


  4   0.024449 192.168.56.1 -> 192.168.56.2 TELNET 78 Telnet Data ... 


  5   0.025766 192.168.56.1 -> 192.168.56.2 TELNET 65 Telnet Data ... 


  6   0.035096 192.168.56.1 -> 192.168.56.2 TELNET 60 Telnet Data ... 


  7   0.047317 192.168.56.1 -> 192.168.56.2 TCP 60 6325 > telnet [ACK] Seq=42 Ac 


k=434 Win=65102 Len=0 


  8   0.050994 192.168.56.1 -> 192.168.56.2 TCP 60 6325 > telnet [ACK] Seq=42 Ac 


k=436 Win=65100 Len=0 


  9   0.052401 192.168.56.1 -> 192.168.56.2 TCP 60 6325 > telnet [ACK] Seq=42 Ac 


k=438 Win=65098 Len=0 


 10   0.057736 192.168.56.1 -> 192.168.56.2 TCP 60 6325 > telnet [ACK] Seq=42 Ac 


k=440 Win=65096 Len=0 


Command reference 


packet-capture 


Use packet-capture to capture incoming packets on an interface. 
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Syntax 


Save captured packets to a file: 


packet-capture interface interface-type interface-number [ capture-filter capt-expression | 
limit-captured-frames limit | limit-frame-size bytes | autostop filesize kilobytes | autostop duration 
seconds | autostop files numbers | capture-ring-buffer filesize kilobytes | capture-ring-buffer duration 
seconds | capture-ring-buffer files numbers ] * write filepath [ raw | { brief | verbose } ] * 


Filter packet data to display: 


packet-capture interface interface-type interface-number [ capture-filter capt-expression | display-filter 
disp-expression | limit-captured-frames limit | limit-frame-size bytes | autostop duration seconds ] * 
[ raw | { brief | verbose } ] *  


Views 


User view 


Predefined user roles 


network-admin 


mdc-admin  


Parameters 


interface interface-type interface-number: Specifies a Layer 2 or Layer 3 Ethernet interface by its type and 
number. 


capture-filter capt-expression: Specifies an expression to match packets to be captured. If you do not 
specify a capture filter expression, the device captures all incoming packets on an interface. 


display-filter disp-expression: Specifies an expression to match packets to be displayed. If you do not 
specify a display filter expression, the device displays all captured packets. 


limit-captured-frames limit: Stops capturing packets when the maximum number of captured packets is 
reached. The limit argument sets the maximum number of packets to capture. The value range is 0 to 
2147483647, and the default value is 10. If you set the limit to 0, the maximum number of captured 
packets is unlimited. 


limit-frame-size bytes: Sets the maximum number of bytes to capture for a packet. The value range is 64 
to 8000 bytes, and the default value is 8000 bytes. 


autostop filesize kilobytes: Stops capturing packets if the maximum packet file size is exceeded when file 
rotation is disabled. The kilobytes argument sets the maximum packet file size. The value range is 1 to 
65536 kilobytes. If you do not set a limit, the packet file size is unlimited. 


autostop duration seconds: Stops capturing packets when the capturing duration expires. The seconds 
argument sets the capturing duration. The value range is 1 to 2147483647 seconds. If you do not set a 
limit, the capturing duration is unlimited. 


autostop files numbers: Stops capturing packets when the maximum number of file rotations is reached. 
The numbers argument sets the maximum number of file rotations. The value range is 2 to 64. The 
capture creates a file to store packet data when a rotation is triggered. The first rotation occurs when the 
capture starts. If you do not set a limit, the number of file rotations is unlimited. This option must be used 
with the autostop filesize kilobytes, capture-ring-buffer filesize kilobytes, or capture-ring-buffer duration 
seconds option. 


capture-ring-buffer filesize kilobytes: Rotates the packet file when the maximum file size is reached. The 
kilobytes argument sets the maximum file size. The value range is 1 to 65536 kilobytes. 
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capture-ring-buffer duration seconds: Rotates the packet file when the rotation interval expires. The 
seconds argument sets the rotation interval. The value range is 1 to 2147483647 seconds. 


capture-ring-buffer files numbers: Sets the maximum number of packet files for file rotation, in the range 
of 2 to 64. If a file rotation occurs after this limit is reached, the capture deletes the oldest file and creates 
a new file to store packet data. If you do not set a limit, the number of packet files is unlimited. This option 
must be used with the autostop filesize kilobytes, capture-ring-buffer filesize kilobytes, or 
capture-ring-buffer duration seconds option. 


write filepath: Specifies the full path of the packet file to store captured packet data. The path must be a 
case-sensitive string of up to 64 characters. The filename extension must be .pcap. You do not need to 
create the file. If file rotation is disabled, the capture creates a packet file with the specified file name. If 
file rotation is enabled, the capture automatically creates a packet file for each rotation, and renames the 
file to include a sequence number and timestamp. The sequence number increases by 1 for each file 
rotation. For example, set the file name to a.pcap. For the first rotation, the capture will create a packet 
file named a_00001_20140211034151.pcap. For the second rotation, the capture will create a packet file 
named a_00002_20140211034207.pcap. For more information about setting a file path, see file system 
management in Fundamentals Configuration Guide. 


raw: Displays packet contents in hexadecimal notation. If you do not specify this keyword, the capture 
displays packet data in a human-readable format. 


verbose: Displays detailed information about captured packets. 


brief: Displays brief information about captured packets. 


Usage guidelines 


The device displays captured packet data in real time.  


• If you specify the write filepath parameters without specifying the raw, brief, or verbose keyword, 
this command displays the number of captured packets. 


• If you do not specify any one of the raw, brief, verbose, and write filepath parameters, this 
command displays brief information about captured packets. 


To stop the capture while it is capturing packets, press Ctrl+C. 


Use Table 10 when you configure the options for stopping the capture or rotating the file. 


Table 10 Using the packet filter parameters 


Purpose Options Remarks


Stop capturing 


• Stop based on the capturing duration:
autostop duration seconds 


• Stop based on the number of 
captured packets: 
limit-captured-frames limit 


• Stop based on the number of file 
rotations: 
autostop files numbers 


• Stop based on the file size if file 
rotation is disabled: 
autostop filesize kilobytes 


The packet capture stops if any one of 
the limits for the stop options is 
reached. The packet capture also stops 
if the file system's limit on the number of 
files has been reached. 


The autostop filesize option does not 
stop the capture if file rotation is 
enabled by the autostop files, 
capture-ring-buffer files, or 
capture-ring-buffer filesize option. 
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Purpose Options Remarks


Rotate files 


• Rotate based on the file size: 
capture-ring-buffer filesize kilobytes 


• Rotate based on the rotation interval:
capture-ring-buffer duration seconds


• Rotate based on the file size specified 
for the autostop filesize kilobytes 
option: 
autostop files numbers autostop 
filesize kilobytes 
autostop filesize kilobytes 
capture-ring-buffer files numbers  


The capture rotates the packet file when 
any one of the limits for the rotation 
options is reached. 


If you specify the autostop filesize 
option after the capture-ring-buffer 
filesize option, the capture rotates the 
file based on the file size specified for 
the autostop filesize option. 


 


Examples 


# Capture incoming packets on GigabitEthernet 1/0/1. 
<Sysname> packet-capture interface gigabitethernet1/0/1 


Related commands 


packet-capture read 


packet-capture read 


Use packet-capture read to display the contents in a packet file. 


Syntax 


packet-capture read filepath [ verbose ] [ display-filter disp-expression ] [ raw | { brief | verbose } ] * 


Views 


User view 


Predefined user roles 


network-admin 


mdc-admin  


Parameters 


filepath: Specifies the full path of the packet file to store captured packet data. The path must be a 
case-sensitive string of up to 64 characters. The filename extension must be .pcap or .pcapng. For more 
information about setting a file path, see file system management in Fundamentals Configuration Guide. 


display-filter disp-expression: Specifies an expression to match packets to be displayed. If you do not 
specify a display filter expression, this command displays all file contents. 


raw: Displays file contents in hexadecimal notation. If you do not specify this keyword, the capture 
displays packet data in a human-readable format. 


brief: Displays brief information about captured packets in the file. 


verbose: Displays detailed information about captured packets in the file. If you do not specify the raw, 
brief, or verbose keyword, this command displays brief information about captured packets in the file. 


Usage guidelines 


To stop displaying the file contents, press Ctrl+C. 
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Examples 


# Display the contents in the file flash:/test/aaaa.pcap. 
<Sysname> packet-capture read flash:/test/aaaa.pcap 


Related commands 


packet-capture 


New feature: PIM NSR 


Enabling PIM NSR 


This feature enables PIM to back up protocol state information and data including PIM neighbor 
information and routes from the active process to the standby process. The standby process immediately 
takes over when the active process fails. Use this feature to avoid route flapping and forwarding 
interruption for PIM when an active/standby switchover occurs. 


This feature is not available for BIDIR-PIM. 


To enable PIM NSR: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable PIM NSR. pim non-stop-routing By default, PIM NSR is disabled. 
 


Command reference 


pim non-stop-routing 


Use pim non-stop-routing to enable PIM NSR. 


Use undo pim non-stop-routing to disable PIM NSR. 


Syntax 


pim non-stop-routing 


undo pim non-stop-routing 


Default 


PIM NSR is disabled. 


Views 


System view 


Predefined user roles 


network-admin 


mdc-admin 


Usage guidelines 


This command is not available for BIDIR-PIM. 
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Examples 


# Enable PIM NSR. 
<Sysname> system-view 


[Sysname] pim non-stop-routing 


New feature: IPv6 PIM NSR 


Enabling IPv6 PIM NSR 


This feature enables IPv6 PIM to back up protocol state information and data including IPv6 PIM 
neighbor information and routes from the active process to the standby process. The standby process 
immediately takes over when the active process fails. Use this feature to avoid route flapping and 
forwarding interruption for IPv6 PIM when an active/standby switchover occurs. 


This feature is not available for IPv6 BIDIR-PIM. 


To enable IPv6 PIM NSR: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable IPv6 PIM NSR. ipv6 pim non-stop-routing By default, IPv6 PIM NSR is disabled.
 


Command reference 


ipv6 pim non-stop-routing 


Use ipv6 pim non-stop-routing to enable IPv6 PIM NSR. 


Use undo ipv6 pim non-stop-routing to disable IPv6 PIM NSR. 


Syntax 


ipv6 pim non-stop-routing 


undo ipv6 pim non-stop-routing 


Default 


IPv6 PIM NSR is disabled. 


Views 


System view 


Predefined user roles 


network-admin 


mdc-admin 


Usage guidelines 


This command is not available for IPv6 BIDIR-PIM. 


Examples 


# Enable IPv6 PIM NSR. 
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<Sysname> system-view 


[Sysname] ipv6 pim non-stop-routing 


New feature: Global mode for an OpenFlow instance 


Setting the global mode for an OpenFlow instance 


Perform this task to enable the switch to operate as an OpenFlow instance. Then, the switch forwards all 
packets based on flow entries. 


To set the global mode for an OpenFlow instance: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter OpenFlow instance 
view. openflow instance instance-id N/A 


3. Set the global mode for the 
OpenFlow instance. 


classification global 
By default, the global mode is not 
set. 


 


Command reference 


classification global 


Use classification global to set the global mode for an OpenFlow instance. 


Use undo classification to remove the configuration. 


Syntax 


classification global 


undo classification 


Default 


The global mode is not set for an OpenFlow instance. 


Views 


OpenFlow instance view 


Predefined user roles 


network-admin 


mdc-admin 


Examples 


# Set the global mode for OpenFlow instance 1. 
<Sysname> system-view 


[Sysname] openflow instance 1 


[Sysname-of-inst-1] classification global 
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New feature: EVB 


Configuring EVB 


For more information about configuring EVB, see "Configuring EVB." 


Command reference 


For more information about EVB commands, see "EVB commands." 


New feature: EVI 


Configuring EVI 


For more information about configuring EVI, see "Configuring EVI." 


Command reference 


For more information about EVI commands, see "EVI commands." 


New feature: FCoE 


Configuring FCoE 


For more information about configuring FCoE, see "Configuring FCoE." 


Command reference 


For more information about FCoE commands, see "FCoE commands." 


New feature: MACsec 


Configuring MACsec 


For more information about configuring MACsec, see "Configuring MACsec." 


Command reference 


For more information about MACsec commands, see "MACsec commands." 
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New feature: VXLAN 


Configuring VXLAN 


For more information about configuring VXLAN, see "Configuring VXLAN." 


Command reference 


For more information about VXLAN commands, see "VXLAN commands." 


Modified feature: ISSU 


Specifying images for PEX upgrade 


The ISSU feature now supports upgrading an eIRF fabric. Examples are added for using the issu or install 
command set to upgrade an eIRF fabric. 


Command reference 


New command: issu pex 


Use issu pex to specify images used for PEX upgrade. 


Syntax 


issu pex pex-model file { boot filename | system filename | feature filename&<1-30> } * 


issu pex pex-model file ipe ipe-filename 


Views 


User view 


Predefined user roles 


network-admin 


Parameters 


pex-model: Specifies the PEX model, a case-insensitive string. You must enter the complete PEX model 
name for the device to identify the PEX correctly. For available PEX models, enter boot-loader pex ? 


boot: Specifies a boot image file. 


system: Specifies a system image file.  


feature: Specifies feature image files. You can specify a space-separated list of up to 30 feature image 
files. 


filename: Specifies a .bin software image file. The file must be stored in the root directory of a storage 
medium in the system. This argument is a case-insensitive string. The maximum length is 63 characters for 
the storage-medium:/base-filename.bin segments. For more information about specifying a file, see 
"Managing the file system." 
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ipe ipe-filename: Specifies an .ipe image package file. The file must be stored in the root directory of a 
storage medium in the system. This argument is a case-insensitive string. The maximum length is 63 
characters for the storage-medium:/base-filename.ipe segments. 


Usage guidelines 


Use this command if you want to upgrade PEXs during an ISSU that uses issu commands. 


You may upgrade all or some of the software images. If you are upgrading only some of the images, 
make sure the new images are compatible with the images that are not to be upgraded. The upgrade will 
fail if a conflict exists. 


This command sets software images for all PEXs of the specified model.  


If the PEXs have a storage medium, the system performs the following operations after verifying validity 
of the source file: 


1. If you specify an .ipe file, the system automatically decompresses the .bin image files from the .ipe 
file to the same directory as the .ipe file. 


2. Copies the .bin files to all PEXs of the specified model. 


3. Displays a prompt for you to delete the following files: 


 Source .ipe file (if any). 


 Source .bin files if the .bin files are not on a PEX of the specified model. 


If the PEXs do not have a storage medium, the system performs the following operations after verifying 
validity of the source file: 


4. If you specify an .ipe file, the system automatically decompresses the .bin image files from the .ipe 
file to the same directory as the .ipe file. 


5. Copies the .bin files to all other MPUs. 


The PEXs will be upgraded with the upgrade images during the ISSU process. 


Examples 


# Specify flash:/devkit.bin as the image for upgrading 5700 PEXs with a storage medium. 
<Sysname> issu pex PEX-5700 file feature flash:/devkit.bin 


Verifying the file flash:/test.ipe on chassis 1 slot 6............Done. 


File flash:/devkit.bin already exists on chassis 101 slot 0. 


Overwrite the existing files? [Y/N]:Y 


Copying file flash:/devkit.bin to chassis101#slot0#flash:/devkit.bin...Done. 


Delete flash:/devkit.bin from chassis 1 slot 6? [Y/N]:Y 


# Specify flash:/ test.ipe as the image source for upgrading 5700 PEXs with a storage medium. 
<Sysname> issu pex PEX-5700 file ipe flash:/test.ipe 


Verifying the file flash:/test.ipe on chassis 1 slot 6............Done. 


Decompressing file devkit.bin to flash:/devkit.bin...Done. 


Decompressing file manufacture.bin to flash:/manufacture.bin.....Done. 


Copying file flash:/devkit.bin to chassis101#slot0#flash:/devkit.bin...Done. 


Copying file flash:/manufacture.bin to chassis101#slot0#flash:/manufacture.bin...Done. 


Delete flash:/devkit.bin from chassis 1 slot 6? [Y/N]:Y 


Delete flash:/manufacture.bin from chassis 1 slot 6? [Y/N]:Y 


Delete flash:/test.ipe from chassis 1 slot 6? [Y/N]:Y 


Related commands 


issu load 





		R7169P01

		New feature: PFC for Ethernet interfaces

		Configuring PFC for Ethernet interfaces 

		Configuration restrictions and guidelines

		Configuration procedure



		Command reference



		New feature: Packet capture

		Configuring the packet capture

		Capture filter keywords

		Capture filter operators

		Display filter keywords

		Display filter operators

		Logical expression

		The expr relop expr expression

		The proto [ expr:size ] expression

		The vlan vlan_id expression

		Logical expression

		Relational expression

		Packet field expression

		The proto[…] expression

		Network requirements

		Configuration procedure

		Network requirements

		Configuration procedure



		Command reference



		New feature: PIM NSR

		Enabling PIM NSR

		Command reference



		New feature: IPv6 PIM NSR

		Enabling IPv6 PIM NSR

		Command reference



		New feature: Global mode for an OpenFlow instance

		Setting the global mode for an OpenFlow instance

		Command reference



		New feature: EVB

		Configuring EVB

		Command reference



		New feature: EVI

		Configuring EVI

		Command reference



		New feature: FCoE

		Configuring FCoE

		Command reference



		New feature: MACsec

		Configuring MACsec

		Command reference



		New feature: VXLAN

		Configuring VXLAN

		Command reference



		Modified feature: ISSU

		Specifying images for PEX upgrade

		Command reference
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This document describes the features, restrictions and guidelines, open problems, and workarounds for 
version R7169P01. Before you use this version in a live network, back up the configuration and test the 
version to avoid software upgrade affecting your live network. 


Version information 


Version number 
Comware software, Version 7.1.045, Release 7169P01 


Note: You can see the version number with the display version command in any view. Please see Note
①. 


Version history 
Table 1 Version history 


Version 
number Last version Release 


date 
Release 
type Remarks 


10500-CMW
710-R7169P0
1 


10500-CMW7
10-R7169 


2015-09-
24 


Release 
• Adds support for 11900 Switch 
• Fixes bugs 


10500-CMW
710-R7169 


10500-CMW7
10-R7168 


2015-09-
16 Release 


• Fixes bugs 
• New Feature: MACsec 
• New Feature: EVI 
• New Feature: VXLAN 
• New Feature: EVB 
• New Feature: FCOE 
• New Feature: PFC 


10500-CMW
710-R7168 


10500-CMW7
10-R7150 


2015-07-
22 


Release • Fixes bugs 
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Version 
number Last version Release 


date 
Release 
type Remarks 


10500-CMW
710-R7150 


10500-CMW7
10- R2111P06 


2015-03-
31 


Release 


• New Feature: MAC VLAN 
• New Feature: VOICE VLAN 
• New Feature: ip subnet vlan 
• New Feature: protocol vlan 
• New Feature: eIRF 
• New Feature: Default next hop 
• New Feature: Portal 
• New Feature: CoPP 
• New Feature: Hierarchical CAR 
• New Feature: IRDP 
• New Feature: MVRP 
• New Feature: RRPP 
• New Feature: PVST+ 
• New Feature: SMARTLINK 
• New Feature: MONITOR LINK 
• New Feature: VRRPE 
• New Feature: 6PE 
• New Feature: PIM SNOOPING 
• New Feature: BIDIR-PIM 
• New Feature: MSDP 
• New Feature: DHCPV6 Relay 
• New Feature: DHCPV6 Snooping 
• Fixes bugs 


10500-CMW
710-R2111P0
6 


10500-CMW7
10-R2111P05 


2014-12-
15 Release • Fixes bugs 


 


Hardware and software compatibility matrix 
 CAUTION: 


To avoid an upgrade failure, use Table 2 to verify the hardware and software compatibility before 
performing an upgrade. 
 


Table 2 Hardware and software compatibility matrix 


Item Specifications 


Product family 10500/11900 series 


Hardware platform 10504/10508/10508-V/10512/11908-V 
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Item Specifications 


Memory 


MPU: 8 GB 


LPU: 4 GB JH194A/JH202A (LSUM1TGS24EC0), JH195A/ JH203A 
(LSUM1QGS6EC0), and JH197A/JH205A (LSUM1TGS48SG0) 


1 GB (all other LPUs) 


Switching fabric module: 1 GB 


Flash 512 MB 


USB flash drive 


Kingston: 2 GB/4 GB/8 GB/32 GB (3.0) 


Sandisk: 16 GB (3.0)/8 GB/32 GB/128 GB/64 GB (3.0) 


HP: 4G/16 GB/32 GB (3.0) 


PNY: 8 GB 


pq1: 1 GB 


STEC: 1 GB 


TOSHIBA 32 GB (3.0) 


Transhow 32 GB 


SONY 32 GB 


EAGET 32 GB (3.0)/256 GB (3.0) 


BootWare version 
Shipped with the switch. 


(Use the display version command in any view to view the BootWare 
version. See Note②) 


System software image 


10500: 10500-CMW710-BOOT-R7169P01.bin and 
10500-CMW710-SYSTEM-R7169P01.bin 


PEXs in an eIRF system with 10500 switches as parent devices: 
5700PEX-10500-CMW710-BOOT-R7169P01.bin and 
5700PEX-10500-CMW710-SYSTEM-R7169P01.bin 


NOTE: 


The software images for a 10500 switch are large in size. Make sure the 
switch has sufficient space for the upgrade images. 


IMC version 


iMC EAD 7.1 (E0301P03) 


iMC TAM 7.1 (E0302P08) 


iMC UAM 7.1 (E0302P08) 


iMC MVM 7.1 (E0301) 


iMC NTA 7.1 (E0301P04) 


iMC PLAT 7.1 (E0303P10) 


iMC QoSM 7.1 (E0301P01) 


iMC RAM 7.1 (E0301P04) 


iMC SHM 7.1 (E0301P02) 


iMC UBA 7.1 (E0301P04) 


iMC VCM 7.1 (E0301P03) 


iMC VFM 7.1 (E0301) 


iNode version iNode PC 7.1 (E0307) 


JG639A WX6103-CMW520-R2308P29 and later 


JG372A SECBLADEIII-CMW520-R3819P05 and later 
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# Display the system software and BootWare version information: 
<10508> display version 


HP Comware Software, Version 7.1.045, Release 7169P01       ------Note① 


Copyright (c) 2010-2015 Hewlett-Packard Development Company, L.P. 


HP 10508-V uptime is 0 weeks, 0 days, 1 hour, 58 minutes 


 


LPU 0: 


Uptime is 0 weeks,0 days,1 hour,56 minutes 


BOARD TYPE:         LSUM1CGC2EC0 


DRAM:               1024M bytes 


FLASH:              0M bytes 


NVRAM:              0K bytes 


PCB 1 Version:      VER.A 


Bootrom Version:    511              ------Note② 


CPLD 1 Version:     001 


CPLD 2 Version:     015 


Release Version:    HP 10508-V-7169P01 


Patch Version  :    None 


 


MPU(M) 5: 


Uptime is 0 weeks,0 days,1 hour,58 minutes 


BOARD TYPE:         LSU1SUPB0 


DRAM:               8192M bytes 


FLASH:              500M bytes 


NVRAM:              512K bytes 


PCB 1 Version:      VER.A 


Bootrom Version:    121              ------Note② 


CPLD 1 Version:     000 


CPLD 2 Version:     000 


CPLD 3 Version:     000 


Release Version:    HP 10508-V-7169P01 


Patch Version  :    None 


 


NPU 10: 


Uptime is 0 weeks,0 days,1 hour,54 minutes 


BOARD TYPE:         LSU1FAB08D0 


DRAM:               1024M bytes 


FLASH:              0M bytes 


NVRAM:              0K bytes 


PCB 1 Version:      VER.B 


Bootrom Version:    511              ------Note② 


CPLD 1 Version:     004 


Release Version:    HP 10508-V-7169P01 


Patch Version  :    None 
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ISSU version compatibility matrix 
 IMPORTANT: 


HP 10500 switches only support IRF-based ISSU. In addition, compatibility with older software version 
varies and can lack support. 
 


Table 3 ISSU compatibility matrix 


Current version History version ISSU compatibility 


10500-CMW710-R7169P01 


10500-CMW710-R7169 Compatible 


10500-CMW710-R7168 Incompatible 


10500-CMW710-R7150 Incompatible 


10500-CMW710-R2111P06 Not support 
 


Upgrading restrictions and guidelines 
None. 


Hardware feature updates 


10500-CMW710-R7169P01 
R7169P01 supports the following existing hardware: 


• JG608A  HP FF 11908-V Switch Chassis 


• JG609A  HP FF 11900 Main Processing Unit 


• JG610A  HP FF 11908 1.92Tbps Type D Fabric Module 


• JG611A  HP FF 11900 32p 10GbE SFP+ SF Module 


• JG612A  HP FF 11900 48p 10GbE SFP+ SF Module 


• JG613A  HP FF 11900 4p 40GbE QSFP+ SF Module 


• JG614A  HP FF 11900 8p 40GbE QSFP+  SF Module 


• JG615A  HP FF 11900 24-p 1/10GBASE-T SF Module 


• JG616A  HP FF 11900 2500W AC Power Supply 


• JG617A  HP FF 11900 2400W DC Power Supply 


• JG618A  HP FF 11908-V Spare Fan Assy 


• JG918A  HP FF 11900 2p 100GbE CFP SE Module 
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10500-CMW710-R7169 
None. 


10500-CMW710-R7168 
None. 


10500-CMW710-R7150 
R7150 supports the following new hardware: 


• JH198A HP 10500 Type D Main Processing Unit with Comware v7 Operating System 


• JH191A HP 10500 44-port GbE(SFP,LC)/ 4-port 10GbE SFP+ (SFP+,LC) SE Module 


• JH192A HP 10500 48-port Gig-T (RJ45)SE Module 


• JH193A HP 10500 16-port 10GbE SFP+ (SFP+,LC) SF Module 


• JH194A HP 10500 24-port 10GbE SFP+ (SFP+,LC) EC Module 


• JH195A HP 10500 6-port 40GbE QSFP+ EC Module 


• JH196A HP 10500 2-port 100GbE CFP EC Module 


• JH197A HP 10500 48-port 10GbE SFP+ (SFP+,LC) SG Module 


• JH206A: HP 10500 Type D TAA-compliant with Comware v7 Operating System Main Processing 
Unit 


• JG339A: HP 10512 3.44Tbps Type D Fabric TAA-compliant Module 


• JH199A: HP 10500 44-port GbE SFP/4-port 10GbE SFP+ SE TAA-compliant Module 


• JH200A: HP 10500 48-port 1000BASE-T SE TAA-compliant Module 


• JH202A: HP 10500 24-port GbE/10GbE SFP+ EC TAA-compliant Module 


• JH203A: HP 10500 6-port 40GbE QSFP+ EC TAA-compliant Module 


• JH205A: HP 10500 48-port GbE/10GbE SFP+ SG TAA-compliant Module 


10500-CMW710-R2111P06 
None. 


Software feature and command updates 
See HP 10500-CMW710-R7169P01 Release Notes (Software Feature Changes). 
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MIB updates 
Table 4 MIB updates 


Item MIB file Module Description 


10500-CMW710-R7169P01 
New None None None 


Modified None None None 


10500-CMW710-R7169 
New None None None 


Modified None None None 


10500-CMW710-R7168 
New None None None 


Modified None None None 


10500-CMW710-R71
50 


   


None None None None 


None None None None 


10500-CMW710-R21
11P06 


   


None None None None 


None None None None 
 


Operation changes 


Operation changes in 
10500-CMW710-R7169P01 


None. 


Operation changes in 10500-CMW710-R7169 
• Modified the maximum MTU of Layer 3 interfaces from 1500 to 9198 bytes. 


• Added support for the 11900 series. 


Operation changes in 10500-CMW710-R7168 
• Modified the number of supported syslog servers from 4 to 20. 
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• Changed the IPv6 route specifications. These settings will be reverted to the original values in later 
versions. 


 The maximum number of IPv6 routes with a mask length less than 64 reduced from 12K to 8K 
on the following cards: 


− JH191A/JH199A (LSUM2GP44TSSE0). 


− JH192A/JH200A (LSUM2GT48SE0). 


− JG916A (LSUM1CGC2SE0) 


− JG918A(LSUM1CGC2SE0) 


 The number of allowed IPv6 routes with a mask length less than 64 reduced from 6K to 4K on 
a JH197A/JH205A (LSUM1TGS48SG0) card when the card is operating in bridging or 
mix-bridging-routing mode. 


 The number of allowed IPv6 routes with a mask length less than 64 reduced from 6K to 4K on 
the following cards operating in bridging, routing, or normal mode: 


− JH196A/JH204A (LSUM1CGC2EC0). 


− JH195A/JH203A (LSUM1QGS6EC0). 


− JH194A/JH202A (LSUM1TGS24EC0). 


Operation changes in 10500-CMW710-R7150 
None. 


Operation changes in 
10500-CMW710-R2111P06 


None. 


Restrictions and cautions 
1. Warning: The PEX code, used for the 5700, is not TAA compliant. 


2. The following LPUs are incompatible with the MDC feature. The MDC feature cannot work 
correctly when any of the following LPUs are installed. 


 JC763A/JG347A (LSU1GP24TSE0 ). 


 JC621A/JG380A (LSU1GP24TXEA0). 


 JC626A/JG337A (LSU1GP24TXEB0). 


 JC617A/JG376A (LSU1GP24TXSE0). 


 JG381A/JC622A (LSU1GP48EA0). 


 JG384A/JC625A (LSU1GP48EB0). 


 JG378A/JC619A (LSU1GP48SE0). 


 JC623A/JG382A (LSU1GT48EA0). 


 JC618A/JG377A (LSU1GT48SE0). 


 JG383A/JC624A (LSU1TGX4EA0). 
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 JC627A/JG386A (LSU1TGX4EB0). 


 JC620A/JG379A (LSU1TGX4SE0). 


 JC628A (LSU1TGS16SC0). 


3. In an IRF fabric with plenty of configurations, the system might take more than half an hour to 
collect the diagnosis information. 


4. On SF/EC LPUs, each four continuous interfaces (for examples, interfaces 1 through 4, and 
interfaces 5 through 8) are organized into a group. When one interface in a group is configured 
as an IRF physical interface, the other interfaces used as non-IRF physical interfaces in the group 
will go down. 


5. On JH193A/JH201A (LSUM2TGS16SF0) LPUs, among interfaces 3 through 14, each three 
continuous interfaces (for example, interfaces 3 through 5, and interfaces 6 through 8) are 
organized into a group. Interfaces 1, 2, 15, and 16 are organized into a group. When one 
interface in a group is used as an IRF physical interface, the other interfaces in the group cannot 
be used as non-IRF physical interfaces. 


6. When you apply a queue scheduling profile to an interface on an SF LPU, the unknown unicast 
packets are scheduled inaccurately. 


7. If the switch configured with multiport ARP entries is connected to an MS NLB server through an 
aggregate interface, the interface through which the traffic from a client enters the switch cannot 
be on the same LPU as any member of the aggregation group. 


8. After you set the switch-mode for a LPU, you must manually reboot the LPU. If you install a new LPU 
that does not operate in the default switch-mode, you must manually reboot the LPU. 


9. NTP in multicast mode supports only the multicast addresses in the network segment 
224.0.1.0/24. 


10. JC628A (LSU1TGS16SC0) do not support MPLS. 


11. Switching fabric modules JC615A (LSU1FAB04A0) and JC616A (LSU1FAB08A0) are not 
compatible with the following LPUs: 


 JH196A/JH204A (LSUM1CGC2EC0). 


 JH195A/JH203A (LSUM1QGS6EC0). 


 JH194A/JH202A (LSUM1TGS24EC0). 


 JH197A/JH205A (LSUM1TGS48SG0). 


 JH191A/JH199A (LSUM2GP44TSSE0). 


 JH192A/JH200A (LSUM2GT48SE0). 


 JH193A/ JH201A (LSUM2TGS16SF0). 


12. For JH191A/JH199A (LSUM2GP44TSSE0), JH192A/JH200A (LSUM2GT48SE0) LPUs installed 
on a 10504, 10508, 10508-V, or 10512 switch to operate correctly, make sure the first two 
switching fabric module slots of the switch have switching fabric modules installed. 


13. A LPU that uses BootWare 2.02 or an earlier version cannot be started if it is installed in slot 13 
of a 10512 switch. 


14. This version does not support configuring inward-facing MEPs for CFD. 


15. In a four-chassis IRF fabric, if the four chassis are started asynchronously, the IRF fabric might split. 
Make sure these chassis have similar card configurations, so that they can back up each other. 
Also, make sure the four chassis are powered on at the same time. If the four-chassis IRF fabric 
splits, reboot the IRF fabric with fewer devices, and assign these member devices to the other IRF 
fabric to form a new four-chassis IRF fabric. 
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16. This version does not support the HIG monitoring feature of GOLD. 


17. The following LPUs each support a maximum of 4096 multicast forwarding entries. They will 
support more entries in later versions. 


 JH196A/JH204A (LSUM1CGC2EC0). 


 JH195A/JH203A (LSUM1QGS6EC0). 


 JH194A/JH202A (LSUM1TGS24EC0). 


 JH197A/JH205A (LSUM1TGS48SG0). 


 JH191A/JH199A (LSUM2GP44TSSE0). 


 JH192A/JH200A (LSUM2GT48SE0). 


18. The JH197A/JH205A (LSUM1TGS48SG0) LPU does not support uRPF. 


19. The following message is displayed for cards that do not support data center features: 
Some cards do not support the data center features. See the release notes for more 
information. 


The following describe which cards support which data center features: 


 The following cards support TRILL, FCoE, and EVB: 


− H197A/JH205A (LSUM1TGS48SG0). 


− JC755A (LSUM1TGS32SF0). 


− JC756A (LSUM1TGS48SF0). 


− JC757A (LSUM1QGS4SF0). 


− JG392A (LSUM1QGS8SF0). 


− JG394A (LSUM1TGT24SF0). 


− JG396A (LSUM1CGS4SF0). 


− JG916A (LSUM1CGC2SE0). 


− JH191A/JH199A (LSUM2GP44TSSE0). 


− JH192A/JH200A (LSUM2GT48SE0). 


− JH193A (LSUM2TGS16SF0). 


− JH194A (LSUM1TGS24EC0). 


− JH195A (LSUM1QGS6EC0). 


− JH196A (LSUM1CGC2EC0). 


− JG611A(LSUM1TGS32SF0) 


− JG612A(LSUM1TGS48SF0) 


− JG613A(LSUM1QGS4SF0) 


− JG614A(LSUM1QGS8SF0) 


− JG615A(LSUM1TGT24SF0) 


− JG918A(LSUM1CGC2SE0) 


 The H197A/JH205A (LSUM1TGS48SG0) cards support VXLAN. 


 The following cards support EVI: 


− JG916A (LSUM1CGC2SE0). 


− JH191A (LSUM2GP44TSSE0). 


− JH192A (LSUM2GT48SE0). 
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− JH194A (LSUM1TGS24EC0). 


− JH195A (LSUM1QGS6EC0). 


− JH196A (LSUM1CGC2EC0). 


− JH197A (LSUM1TGS48SG0) 


− JG918A(LSUM1CGC2SE0) 


20. In an eIRF system, PEXs with 10500 switches as parent devices do not support sFlow. 


Open problems and workarounds 
201501040490 


• Symptom: When you specify an .ipe package as the startup software image in the BootWare 
menu, the system prompts that the flash space is insufficient. 


• Condition: This symptom occurs when the switch uses LSU1SUPB0(JG496A) MPUs. 


• Workaround:  


 Upload a .bin package, and specify the .bin package as the startup software image.  


 Use boot-loader command to extract .bin package from .ipe file. For operation details of 
boot-loader command, refer to "Upgrading from the CLI" section in Appendix B. 


201505110300 


• Symptom: EVI cannot learn local MAC addresses.  


• Condition: This symptom occurs when an aggregation group contains member ports that reside on 
cards of different specifications (for example, LSUM1GP44TSEC0 and LSUM2GP44TSSE0) in the 
EVI network.  


• Workaround: Make sure the member ports of the aggregation group are on cards of the same 
specifications, or delete the aggregation group.  


201507010332 


• Symptom: sFlow does not take effect.  


• Condition: This symptom might occur when the management interface of an MPU is configured as 
the collector interface of sFlow.  


• Workaround: Do not use the management interface of an MPU as the collector interface of sFlow. 
Use other interfaces (for example, service interfaces of LPUs) as collector interfaces.  


201507090215 


• Symptom: In an MPLS L2VPN, broadcast packets and multicast packets cannot be forwarded.  


• Condition: This symptom occurs when the following conditions exist in an IRF fabric: 


 The public network interface and private network interface of the MPLS L2VPN are on different 
IRF member switches.  


 Each of these IRF member switches has more than one IRF physical interface.  


• Workaround: Perform one of the following tasks to avoid the problem: 


 Do not use an IRF fabric.  


 Configure only one IRF physical interface for one IRF member switch.  


 Configure the public network interface and private network interface of the MPLS L2VPN on the 
same IRF member switch.  
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201506100433 


• Symptom: Loops exist in an STP network. 


• Condition: This symptom occurs after a member port in down state is removed from the aggregation 
group. 


• Workaround: Execute the shutdown and undo shutdown commands on the member port before 
removing the member port from the aggregation group. 


201509090426 


• Symptom: EVI fails to forward traffic. 


• Condition: This symptom occurs if the following conditions exist: 


 The switch is configured with multiple MDCs.  


 EVI is configured on non-default MDCs.  


 EVI uses an aggregate interface as a site-facing interface, and the card that hosts the 
aggregate interface is rebooted. 


• Workaround: Perform either of the following tasks:  


 Cancel the configuration of multiple MDCs. 


 Cancel the EVI configuration.  


 Use a non-aggregate interface as a site-facing interface.  


List of resolved problems 


Resolved problems in R7169P01 
201509230039 


• Symptom: Unknown unicast, multicast, and broadcast packets are lost on IRF links. 


• Condition: This symptom occurs if multiple physical IRF links are configured on an interface module 
in an IRF fabric. 


Resolved problems in R7169 
201506040305 


• Symptom: An MPLS L2VPN or VPLS network cannot forward broadcast, multicast, or unknown 
unicast traffic, or forwards duplicate broadcast, multicast, and unknown unicast traffic. 


• Condition: This symptom might occur if one of the following conditions exists: 


 The AC-side interfaces, transport-side interfaces, or IRF physical interfaces are in a multi-card 
aggregation group. 


 The AC-side interfaces, transport-side interfaces, or IRF physical interfaces are on the following 
cards: 


−    LSUM1GP24TXSE0 


−   LSUM1GT48SE0 


−   LSUM1GP48SE0 
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−   LSUM1TGX4SE0 


−   LSUM1TGS8SE0 


−   LSUM1GP24TSE0 


−   LSUM1CGC2SE0 


−   LSUM5CGC2SE9 


−   LSUM1GP48SE3 


−   LSUM1GT48SE3 


−    SF/EA/EB LPUs. 


201508310039 


• Symptom: An 802.1X user is logged off immediately after the user comes online.  


• Condition: This symptom occurs if security check is performed for the 802.1X user after the user 
comes online in a network configured with both 802.1X authentication and EAD.  


201508260224 


• Symptom: An IRF fabric splits.  


• Condition: This symptom might occur if the switching fabric modules in the IRF fabric have errors.  


201508190441 


• Symptom: The switch displays a warning that available power of the switch is 0 W if I2C fails to 
access the power supply. 


• Condition: None. 


201506100433 


• Symptom: After the attack entry for a directly connected user ages out, the switch cannot ping the 
user.  


• Condition: This symptom occurs if source MAC-based ARP attack detection is enabled on EC cards.  


201507220171 


• Symptom: A switch does not update the corresponding ARP entry after receiving an ARP reply. 


• Condition: This symptom occurs if the target IP address in the ARP reply is a directed broadcast 
address. 


Resolved problems in R7168 
201506230037 


• Symptom: CVE-2015-3143 


• Condition: cURL and libcurl 7.10.6 through 7.41.0 does not properly re-use NTLM connections, 
which allows remote attackers to connect as other users via an unauthenticated request. 


• Symptom: CVE-2015-3148 


• Condition: cURL and libcurl 7.10.6 through 7.41.0 does not properly re-use authenticated negotiate 
connections, which allows remote attackers to connect as other users via a request. 


201504170449 


• Symptom: CVE-2015-1799 
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• Condition: Authentication doesn't protect symmetric associations against DoS attacks. 


201504100067 


• Symptoms: CVE-2015-0209 


• Condition: A malformed EC private key file consumed via the d2i_ECPrivateKey function could 
cause a use after free condition. This could lead to a DoS attack or memory corruption for 
applications that receive EC private keys from untrusted sources.  


• Symptoms: CVE-2015-0286 


• Condition: DoS vulnerability in certificate verification operation.  Any application which performs 
certificate verification is vulnerable including OpenSSL clients and servers which enable client 
authentication. 


• Symptoms: CVE-2015-0287 


• Condition: Reusing a structure in ASN.1 parsing may allow an attacker to cause memory corruption 
via an invalid write. Applications that parse structures containing CHOICE or ANY DEFINED BY 
components may be affected.  


• Symptoms:CVE-2015-0288 


• Condition: The function X509_to_X509_REQ will crash with a NULL pointer dereference if the 
certificate key is invalid.  


• Symptoms: CVE-2015-0289 


• Condition: The PKCS#7 parsing code does not handle missing outer ContentInfo correctly. An 
attacker can craft malformed ASN.1-encoded PKCS#7 blobs with missing content and trigger a 
NULL pointer dereference on parsing. 


• Symptoms: CVE-2015-0292 


• Condition: A vulnerability existed in previous versions of OpenSSL related to the processing of 
base64 encoded data.  


• Symptoms: CVE-2015-0293 


• Condition: A malicious client can trigger an OPENSSL_assert in servers that both support SSLv2 
and enable export cipher suites by sending a specially crafted SSLv2 CLIENT-MASTER-KEY 
message. 


201506030144 


• Symptoms: When an interface without MPLS enabled receives MPLS-labeled packets, the interface 
incorrectly forwards the MPLS-labeled packets to the next LSR by LFIB entry. 


• Condition: This symptom occurs when the interface does not have MPLS enabled and the interface 
receives MPLS-labeled packet that match the FIB entries. 


201507010434 


• Symptom: The link state information of an interface IP address is not deleted when the IP address is 
deleted or modified. 


• Condition: This symptom might occur if the IP address is deleted or modified. 


201506260194 


• Symptom: Port 27 on the LSUM2GT48SE0 and LSUM2GV48SE0 cards and port 26 on an 
LSUM1GP44TSEC0 card on one IRF member device drop  Layer 3 packets from the other member 
device. 


• Condition: This symptom occurs if the preceding ports are used for forwarding cross-chassis traffic 
on an IRF fabric. 
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201506180198 


• Symptom: A switch with a smaller router ID in an OSPF network reboots because of memory leaks. 


• Condition: This symptom occurs if the following conditions exist: 


 LSAs flap. 


 The OSPF network type for the OSPF-enabled interface is broadcast. 


 The same static route is redistributed into OSPF on the switch and another switch with a greater 
router ID. 


201506150247 


• Symptom: VPLS forwarding fails. 


• Condition: This symptom occurs after an active/standby MPU switchover is performed. 


201505190179 


• Symptom: High-priority packets are dropped during periods of congestion. 


• Condition: This symptom occurs if there are large amounts of low-priority traffic. 


201506170307 


• Symptom: The switch discards ARP requests with the target IP address as 255.255.255.255. 


• Condition: This symptom occurs if the ARP requests have a target IP address of 255.255.255.255. 


Resolved problems in R7150 
201412270069 


• Symptom: An ISSU fails in an eIRF system. 


• Condition: None. 


201503230281 


• Symptom: The GigabitEthernet port goes up. 


• Condition: The optical module is plugged in, without fiber connected. 


201503180344 


• Symptom: The layer 2 multicast packets are flooded in the VLAN. 


• Condition: The VLAN-interface is bound to VRF. 


201503110349 


• Symptom: Patches cannot be installed for PEXs in an eIRF system with 10500 switches as parent 
devices. 


• Condition: None. 


201501230408 


• Symptom: The LPU where IRF physical interfaces reside reboots unexpectedly. 


• Condition: This symptom might occur when the following conditions exist in an eIRF system: 


• The IRF physical interfaces and PEX physical interfaces are on the same LPU. 


• The LPU is removed and then installed. 
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201503020294 


• Symptom: CVE-2014-3571 


• Condition: A carefully crafted DTLS message can cause a segmentation fault in OpenSSL due to a 
NULL pointer dereference. This could lead to a Denial of Service attack. 


• Symptom: CVE-2015-0206 


• Condition: A memory leak can occur in the dtls1_buffer_record function under certain conditions. 
In particular this could occur if an attacker sent repeated DTLS records with the same sequence 
number but for the next epoch. The memory leak could be exploited by an attacker in a Denial of 
Service attack through memory exhaustion. 


• Symptom: CVE-2015-0205 


• Condition: An OpenSSL server will accept a DH certificate for client authentication without the 
certificate verify message. This effectively allows a client to authenticate without the use of a private 
key. This only affects servers which trust a client certificate authority which issues certificates 
containing DH keys. 


• Symptom: CVE-2014-3570 


• Condition: Bignum squaring (BN_sqr) may produce incorrect results on some platforms, including 
x86_64. This bug occurs at random with a very low probability, and is not known to be exploitable 
in any way. 


• Symptom: CVE-2015-0204 


• Condition: An OpenSSL client will accept the use of an RSA temporary key in a non-export RSA key 
exchange ciphersuite. A server could present a weak temporary key and downgrade the security of 
the session. 


• Symptom: CVE-2014-3572 


• Condition: An OpenSSL client will accept a handshake using an ephemeral ECDH ciphersuite 
using an ECDSA certificate if the server key exchange message is omitted. This effectively removes 
forward secrecy from the ciphersuite. 


• Symptom: CVE-2014-8275 


• Condition: By modifying the contents of the signature algorithm or the encoding of the signature, it 
is possible to change the certificate's fingerprint. Only custom applications that rely on the 
uniqueness of the fingerprint may be affected. 


• Symptom: CVE-2014-3569 


• Condition: The ssl23_get_client_hello function in s23_srvr.c in OpenSSL 0.9.8zc, 1.0.0o, and 
1.0.1j does not properly handle attempts to use unsupported protocols, which allows remote 
attackers to cause a denial of service (NULL pointer dereference and daemon crash) via an 
unexpected handshake, as demonstrated by an SSLv3 handshake to a no-ssl3 application with 
certain error handling. 


201410240137 


• Symptom: CVE-2014-3567. 


• Condition: When an OpenSSL SSL/TLS/DTLS server receives a session ticket the integrity of that 
ticket is first verified. In the event of a session ticket integrity check failing, OpenSSL will fail to free 
memory causing a memory leak. By sending a large number of invalid session tickets an attacker 
could exploit this issue in a Denial of Service attack. 


• Symptom: SSL 3.0 Fallback protection. 
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• Condition: OpenSSL has added support for TLS_FALLBACK_SCSV to allow applications to block 
the ability for a MITM attacker to force a protocol downgrade. Some client applications (such as 
browsers) will reconnect using a downgraded protocol to work around interoperability bugs in 
older servers. This could be exploited by an active man-in-the-middle to downgrade connections to 
SSL 3.0 even if both sides of the connection support higher protocols. SSL 3.0 contains a number 
of weaknesses including POODLE (CVE-2014-3566). 


• Symptom: CVE-2014-3568. 


• Condition: When OpenSSL is configured with "no-ssl3" as a build option, servers could accept and 
complete a SSL 3.0 handshake, and clients could be configured to send them. 


201412310300 


• Symptom: CVE-2014-9295 


• Condition: Stack-based buffer overflows in ntpd in NTP before 4.2.8 allow remote attackers to 
execute arbitrary code via a crafted packet. 


201408290277 


• Symptom: CVE-2014-3508. 


• Condition: A flaw in OBJ_obj2txt may cause pretty printing functions such as X509_name_oneline, 
X509_name_print_ex et al. to leak some information from the stack. Applications may be affected 
if they echo pretty printing output to the attacker. 


201408290278 


• Symptom: CVE-2008-5161 


• Description: Error handling in the SSH protocol in several SSH servers/clients, including OpenSSH 
4.7p1 and possibly other versions, when using Cipher Block Chaining (CBC) mode, makes it 
easier for remote attackers to recover certain plaintext data. 


201406130122 


• Symptom: CVE-2014-0224. 


• Condition: When Open SSL Server or Client is used. 


Related documentation 


Documentation set 
• HP 10500 Switch Series Installation Guide 


• HP 10500 Switch Series Configuration Guides 


• HP 10500 Switch Series Command References 


Obtaining documentation 
To find related documents, browse to the Manuals page of the HP Business Support Center website: 


http://www.hp.com/support/manuals 



http://www.hp.com/support/manuals
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Contacting HP 
For worldwide technical support information, see the HP support website: 


http://www.hp.com/support 


Before contacting HP, collect the following information: 


• Product model names and numbers 


• Technical support registration number (if applicable) 


• Product serial numbers 


• Error messages 


• Operating system type and revision level 


• Detailed questions 


Subscription service 
HP recommends that you register your product at the Subscriber's Choice for Business website: 


http://www.hp.com/go/wwalerts 


After registering, you will receive email notification of product enhancements, new driver versions, 
firmware updates, and other product resources. 


 



http://www.hp.com/support

http://www.hp.com/go/wwalerts
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Appendix A Feature list 


Hardware features 
Table 5 HP 10500/11900 series hardware features 


Item Remarks 


Dimensions (H × W × D) 


(excluding feet and rack-mounting 
brackets) 


10504: 353 × 440 × 660 mm (13.90 × 17.32 × 25.98 in.) 


10508: 620 × 440 × 660 mm (24.41 × 17.32 × 25.98 in.) 


10508-V: 886 × 440 × 660 mm (34.88 ×17.32 × 25.98 in.) 


10512: 797 × 440 × 660 mm (31.38 × 17.32 × 25.98 in.) 


11908-V: 886 × 440 × 660 mm (34.88 ×17.32 × 25.98 in.) 


Weight 


10504: < 85 kg (187.39 lb) 


10508: < 125 kg (275.57 lb) 


10508-V: < 145 kg (319.66 lb) 


10512: < 165 kg (363.76 lb) 


11908-V: < 145 kg (319.66 lb) 


Switching fabric module slots 4 


LPU slots 


10504: 4 


10508: 8 


10508-V: 8 


105012: 12 


11908-V: 8 


MPUs 


JG496A: HP 10500 Type A Main Processing Unit with Comware 
v7 Operating System 


JH198A: HP 10500 Type D with Comware v7 Operating System 
Main Processing Unit 


JH206A: HP 10500 Type D TAA-compliant with Comware v7 
Operating System Main Processing Unit 


JG609A: HP 11900 Type A Main Processing Unit with Comware 
v7 Operating System 
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LPUs 


JC615A: HP 10504 400Gbps Type A Fabric Module 


JC616A: HP 10508/10508-V 720Gbps Type A Fabric 
ModuleJC617A: HP 10500 16-port GbE SFP/8-port GbE 
Combo/2-port 10-GbE XFP SE Module 


JC618A: HP 10500 48-port Gig-T SE Module 


JC619A: HP 10500 48-port GbE SFP SE Module 


JC620A: HP 10500 4-port 10-GbE XFP SE Module 


JC621A: HP 10500 16-port GbE SFP/8-port GbE Combo/2-port 
10-GbE XFP EA Module 


JC622A: HP 10500 48-port GbE SFP EA Module 


JC623A: HP 10500 48-port Gig-T EA Module 


JC624A: HP 10500 4-port 10-GbE XFP EA Module 


JC625A: HP 10500 48-port GbE SFP EB Module 


JC626A: HP 10500 16-port GbE SFP/8-port GbE Combo/2-port 
10-GbE XFP EB Module 


JC627A: HP 10500 4-port 10-GbE XFP EB Module 


JC628A: HP 10500 16-port 10-GbE SFP+ SC Module 


JC629A: HP 10500 8-port 10-GbE SFP+ EB Module 


JC630A: HP 10500 8-port 10-GbE SFP+ EA Module 


JC631A: HP 10500 8-port 10-GbE SFP+ SE Module 


JC749A: HP 10512 1.52Tbps Type B Fabric Module 


JC750A: HP 10512 3.44Tbps Type D Fabric Module 


JC751A: HP 10504 880Gbps Type B Fabric Module 


JC752A: HP 10504 1.2Tbps Type D Fabric Module 


JC753A: HP 10508/10508-V 1.04Tbps Type B Fabric Module 


JC754A: HP 10508/10508-V 2.32Tbps Type D Fabric Module 


JC755A: HP 10500 32-port 10GbE SFP+ SF Module 


JC756A: HP 10500 48-port 10GbE SFP+ SF Module 


JC757A: HP 10500 4-port 40GbE QSFP+ SF Module 


JC763A: HP 10500 16-port GbE SFP/8-port GbE Combo SE 
Module 


JG337A: HP 10500 16-port GbE SFP/8-port GbE Combo/2-port 
10-GbE XFP EB TAA-compliant Module 


JG338A: HP 10512 1.52Tbps Type B Fabric TAA-compliant 
Module 


JG339A: HP 10512 3.44Tbps Type D Fabric TAA-compliant 
Module 


JG340A: HP 10504 880Gbps Type B Fabric TAA-compliant 
Module 


JG341A: HP 10504 1.2Tbps Type D Fabric TAA-compliant 
Module 


JG342A: HP 10508/10508-V 1.04Tbps Type B Fabric 
TAA-compliant Module 


JG343A: HP 10508/10508-V 2.32Tbps Type D Fabric 
TAA-compliant Module 
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JG344A: HP 10500 32-port 10GbE SFP+ SF TAA-compliant  


Module 


JG345A: HP 10500 48-port 10GbE SFP+ SF TAA-compliant 
Module 


JG346A: HP 10500 4-port 40GbE QSFP+ SF TAA-compliant 
Module 


JG347A: HP 10500 16-port GbE SFP/8-port GbE Combo SE 
TAA-compliant Module 


JG372A: HP 10500/11900/7500 20Gbps VPN Firewall 
Module 


JG376A: HP 10500 16-port GbE SFP/8-port GbE Combo/2-port 
10GbE XFP SE TAA-compliant Module 


JG377A: HP 10500 48-port Gig-T SE TAA-compliant Module 


JG378A: HP 10500 48-port GbE SFP SE TAA-compliant Module 


JG379A: HP 10500 4-port 10GbE XFP SE TAA-compliant Module 


JG380A: HP 10500 16-port GbE SFP/8-port GbE Combo/2-port 
10GbE XFP EA TAA-compliant Module 


JG381A: HP 10500 48-port GbE SFP EA TAA-compliant Module 


JG382A: HP 10500 48-port Gig-T EA TAA-compliant Module 


JG383A: HP 10500 4-port 10GbE XFP EA TAA-compliant Module 


JG384A: HP 10500 48-port GbE SFP EB TAA-compliant Module 


JG386A: HP 10500 4-port 10GbE XFP EB TAA-compliant Module 


JG387A: HP 10500 8-port 10GbE SFP+ EB TAA-compliant 
Module 


JG388A: HP 10500 8-port 10GbE SFP+ EA TAA-compliant 
Module 


JG389A: HP 10500 8-port 10GbE SFP+ SE TAA-compliant 
Module 


JG392A: HP 10500 8-port 40GbE QSFP+ SF Module 


JG393A: HP 10500 8-port 40GbE QSFP+ SF TAA-compliant 
Module 


JG394A: HP 10500 24-port 1/10GBASE-T SF Module 


JG395A: HP 10500 24-port 1/10GBASE-T SF TAA-compliant 
Module 


JG396A: HP 10500 4-port 40GbE CFP SF Module 


JG397A: HP 10500 4-port 40GbE CFP SF TAA-compliant Module 


JG639A: HP 10500/7500 20G Unified Wired-WLAN Module 


JG916A: HP 10500 2-port 100GbE CFP SE Module 


JH191A: HP 10500 44-port GbE SFP/4-port 10GbE SFP+ SE 
Module 


JH192A: HP 10500 48-port 1000BASE-T SE Module 


JH193A: HP 10500 16-port GbE/10GbE SFP+ SF Module 


JH194A: HP 10500 24-port GbE/10GbE SFP+ EC Module 


JH195A: HP 10500 6-port 40GbE QSFP+ EC Module 


JH196A: HP 10500 2-port 100GbE CFP EC Module 
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JH197A: HP 10500 48-port GbE/10GbE SFP+ SG Module 


JH199A: HP 10500 44-port GbE SFP/4-port 10GbE SFP+ SE 
TAA-compliant Module 


JH200A: HP 10500 48-port 1000BASE-T SE TAA-compliant 
Module 


JH202A: HP 10500 24-port GbE/10GbE SFP+ EC TAA-compliant 
Module 


JH203A: HP 10500 6-port 40GbE QSFP+ EC TAA-compliant 
Module 


JH205A: HP 10500 48-port GbE/10GbE SFP+ SG 
TAA-compliant Module 


JG610A: HP 11908-V 1.92Tbps Type D Fabric Module 


JG611A: HP 11900 32p 10GbE SFP+ SF Module 


JG612A: HP 11900 48p 10GbE SFP+ SF Module 


JG613A: HP 11900 4p 40GbE QSFP+ SF Module 


JG614A: HP 11900 8p 40GbE QSFP+  SF Module 


JG615A: HP 11900 24-p 1/10GBASE-T SF Module 


JG918A: HP 11900 2p 100GbE CFP SE Module 
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Transceiver modules and cables 


JC784C: HP X240 10G SFP+ SFP+ 7m DAC Cable 


JD061A: HP X125 1G SFP LC LH40 1310nm Transceiver 


JD062A: HP X120 1G SFP LC LH40 1550nm Transceiver 


JD063B: HP X125 1G SFP LC LH70 Transceiver 


JD089B: HP X120 1G SFP RJ45 T Transceiver 


JD092B: HP X130 10G SFP+ LC SR Transceiver 


JD094B: HP X130 10G SFP+ LC LR Transceiver 


JD095C: HP X240 10G SFP+ SFP+ 0.65m DA Cable 


JD096B: HP X240 10G SFP+ SFP+ 1.2m DA Cable 


JD096C: HP X240 10G SFP+ SFP+ 1.2m DA Cable 


JD097B: HP X240 10G SFP+ SFP+ 3m DA Cable 


JD097C: HP X240 10G SFP+ SFP+ 3m DA Cable 


JD098B: HP X120 1G SFP LC BX 10-U Transceiver 


JD099B: HP X120 1G SFP LC BX 10-D Transceiver 


JD102B: HP X110 100M SFP LC FX Transceiver 


JD103A: HP X120 1G SFP LC LH100 Transceiver 


JD118B: HP X120 1G SFP LC SX Transceiver 


JD119B: HP X120 1G SFP LC LX Transceiver 


JD120B: HP X110 100M SFP LC LX Transceiver 


JG081C: HP X240 SFP+ SFP+ 5m DAC Cable 


JG234A: HP X130 10G SFP+ LC LH 40km Transceiver 


JG325B: HP X140 40G QSFP+ MPO SR4 Transceiver 


JG661A: HP X140 40G QSFP+ LC LR4 SM 10km 1310nm 
Transceiver 


JG709A: HP X140 40G QSFP+ MPO MM 850nm CSR4 300m 
Transceiver 


JG829B: HP X150 100G CFP LC LR4 10km SM Transceiver 


JG915A: HP X130 10G SFP+ LC LH 80km Transceiver 


Input AC voltage 100 to 240V AC; 50/60Hz 


Max. output power per power supply 
1200 W (110V AC) 


2500 W (220V AC) 


Operating temperature 0°C to 45°C (32°F to 113°F) 


Relative humidity (noncondensing) 10% to 90% 
 


Software features 
In this section, PEXs refer to PEXs in an eIRF system with 10500 switches as parent devices. 
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Table 6 Software features of the HP 10500 series 


Category  Features 


Layer 2 


Ethernet II 


IEEE 802.3/802.2 SNAP 


IEEE 802.3/802.2 


Long frame (1518 to 1536 bytes) 


Jumbo frame (1536 to 9216 bytes) 


VLAN (voice VLAN is not supported in an eIRF system) 


IEEE 802.1Q 


IEEE 802.1p 


RSTP (802.1w) 


MSTP (802.1s) 


LACP (802.3ad) 


Mirroring 


Storm suppression (broadcast/multicast/unknown unicast) 


QinQ (not supported on PEXs) 


PVST/PVST+ 


EVB (not supported on PEXs)   


Layer 3 


ARP (proxy ARP, gratuitous ARP) 


IP datagram forwarding (RFC 791/1141/950) 


IP options (strict source route/loose source route/recording route/timestamp) (RFC 
791/1122) 


TCP (RFC 793) 


UDP (RFC 768) 


ICMP 


RFC 1213-MIB (including IP, ICMP, TCP, UDP, IF, and SNMP) 


IPv6 ND 


IPv6 FIB 


IPv6 ACL 


IPv6 tunnel (manually configured tunnel/automatic 6to4 tunnel/ISATAP) 


Layer 3 routing interface (not supported on PEXs) 


BFD (not supported on PEXs) 


IRDP 


MVRP 


EVI (not supported on PEXs)    


VXLAN (not supported on PEXs) 


FCOE (not supported on PEXs) 
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Category  Features 


Routing 


IPv4 routing: 
• Static route management 
• RIP 
• OSPF 
• BGP 
• IS-IS(IS-IS MTR) 
• Policy based routing (PBR) 


IPv6 routing: 
• IPv6 static route management 
• RIPng 
• OSPFv3 
• BGP+ 
• IS-ISv6 


Multicast 


IGMP snooping 


IGMP 


MLD snooping 


MLD 


PIM-DM 


PIM-SM 


Bidirectional PIM (not supported in an eIRF system) 


ACL&QoS 


Remarking 802.1p, DSCP, IP precedence, and local precedence by ACL rule 


Mapping 802.1p, DSCP, IP precedence, or local precedence to output queue 


SP 


WRR 


Committed access rate (CAR) 


Basic ACL 


Advanced ACL 


Ethernet frame header ACL 


VLAN-based ACL 


Packet filtering 


Traffic redirecting 


Traffic shaping 


Rate limiting 


WFQ 


WRED 


Traffic accounting 


Flow-based mirroring 


Port priority 


PFC (not supported on PEXs) 


ECN (not supported on PEXs) 
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Category  Features 


Management 


SNMP v1/v2/v3 


Public MIBs 


Private MIBs 


Syslog/Debug 


IMC (not supported in an eIRF system) 


Local management 


CLI 


File management 


Dual-image 


RBAC 


MDC 


EAA(TCL/Python) 


User access control 


Console login 


AUX login 


Telnet (VTY) login 


SSH login 


FTP login 


XMODEM 


Application protocols 


Ping 


DNS client 


DHCP server 


DHCP client 


DHCP relay 


DHCP snooping 


Telnet 


FTP client 


FTP server 


TFTP client 


NTP client/server 


Availability 


VRRP 


Dual fabric 


IRF 


Smart Link (not supported on PEXs) 


Monitor Link (not supported on PEXs) 


RRPP (not supported on PEXs) 


Security 


RADIUS 


TACACS+ 


802.1X 


Port security 


MACsec 
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Category  Features 


MPLS 


MPLS 


LDP 


MPLS L3VPN 


MPLS L2VPN (not supported on PEXs) 


SDN OpenFlow (not supported on PEXs) 
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Appendix B Upgrading software 
This section describes how to upgrade system software while the switch is operating normally or when the 
switch cannot correctly start up. 


Software types 
The following software types are available:  


• BootWare image—A .bin file that contains a basic segment and an extended segment. The basic 
segment is the minimum code that bootstraps the system. The extended segment enables hardware 
initialization and provides system management menus. You can use these menus to load 
application software and the startup configuration file or manage files when the device cannot start 
up correctly. 


• Comware image—Includes the following image subcategories:  


 Boot image—A .bin file that contains the Linux operating system kernel. It provides process 
management, memory management, file system management, and the emergency shell. 


 System image—A .bin file that contains the minimum feature modules required for device 
operation and some basic features, including device management, interface management, 
configuration management, and routing.  


 Feature package—Includes a set of advanced software features.  


 Patch packages—Irregularly released packages for fixing bugs without rebooting the device. A 
patch package does not add new features or functions. 


Comware software images that have been loaded are called "current software images." Comware 
images specified to load at the next startup are called "startup software images." 


BootWare image, boot image, and system image are required for the system to work. These images 
might be released separately or as a whole in one .ipe file. If an .ipe file is used, the system automatically 
decompresses the file, loads the boot and system images and sets them as startup software images. 
Typically, the BootWare and startup software images for the device are released in an .ipe file.  


Software file naming conventions 
Software image file names use the chassis-comware version-image type-release format, for example, 
10500-CMW710-R7169P01.ipe (or 10500-CMW710-SYSTEM-R7169P01.bin and 
10500-CMW710-BOOT-R7169P01.bin). This document uses 10500-CMW710-R7169P01.ipe as system 
software image file name for simplicity. You can also use 10500-CMW710-BOOT-R7169P01.bin and 
10500-CMW710-SYSTEM-R7169P01.bin as boot and system image files. 


Upgrade methods 
You can upgrade system software by using one of the following methods: 
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Upgrade method Remarks 


Upgrading from the CLI 
• You must reboot the switch to complete the upgrade. 
• This method interrupts ongoing network services. 


Upgrading from the BootWare menu Use this method when the switch cannot correctly start up.  
 


Preparing for the upgrade 
Before you upgrade system software, complete the following tasks: 


• Configure routes to ensure that the switch and the file server can reach each other. 


• Run a TFTP or FTP server on the file server. 


• Log in to the CLI of the switch through the console port. 


• Copy the upgrade file to the file server and correctly set the working directory on the TFTP or FTP 
server. 


• Make sure the switch has sufficient storage space for the new software images. If the storage space 
is not sufficient, delete unused files. You might need to delete the old software image files, if 
necessary. 


• Make sure the upgrade has minimal impact on the network services. During the upgrade, the switch 
cannot provide any services. 


Upgrading from the CLI 
You can use the TFTP or FTP commands on the switch to access the TFTP or FTP server to back up or 
download files. 


Using TFTP to upgrade software 
This section describes how to upgrade system software by using TFTP. 


Backing up the running system software image and configuration file 


1. Execute the save command in any view to save the current configuration. 
<Sysname> save 


The current configuration will be written to the device. Are you sure? [Y/N]:y 


Please input the file name(*.cfg)[flash:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


flash:/startup.cfg exists, overwrite? [Y/N]:y 


Validating file. Please wait... 


Saved the current configuration to mainboard device successfully. 


<Sysname> 


2. Execute the dir command in user view to identify the system software image and configuration file 
names and verify that the flash has sufficient space for the new system software image.  
<Sysname> dir 


Directory of flash:/ 


 


   0     drw-         -  Jun 28 2011 14:41:16   logfile 
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   1     drw-         -  Jun 28 2011 14:42:56   diagfile 


   2     -rw-     16256  Jun 28 2011 14:43:40   a.tar 


   3     -rw-      1694  Jun 28 2011 14:47:12   startup.cfg 


   4     -rw-      3432  Jun 28 2011 14:47:10   diag.tar.gz 


   5     -rw-  183861744  Jun 28 2011 14:37:46   main.bin 


 


503808 KB total (323086 KB free) 


 


<Sysname> 


3. Execute the tftp put command in user view to upload the main.bin file to the TFTP server. 
<Sysname> tftp 192.168.1.1 put main.bin 


Press CTRL+C to abort. 


  % Total    % Received % Xferd Average Speed   Time    Time     Time  Current 


                                Dload  Upload   Total   Spent    Left  Speed 


 100 26.5M   0     0   100 26.5M    0   422k --:--:-- --:--:-- --:--:-- 426k 


 


<Sysname> 


4. Execute the tftp put command in user view to upload the startup.cfg file to the TFTP server. 
<Sysname> tftp 192.168.1.1 put startup.cfg 


Press CTRL+C to abort. 


  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 


                                 Dload  Upload   Total   Spent    Left  Speed 


100  6549    0     0  100  6549      0   270k --:--:-- --:--:-- --:--:--  319k 


 


<Sysname> 


When you decompress an image, you need the same size of space as the image for saving 
the .bin files. If the space is not enough, use either of the following methods: 


 Back up the files and delete unnecessary files.  


 Use the .bin files for upgrade.  


Upgrading the system software 


This section uses the 10500-CMW710-R7169P01.ipe file as examples.  


1. Execute the tftp get command in user view to download the system software image file 
10500-CMW710-R7169P01.ipe to the flash on the switch. 
<Sysname> tftp 192.168.1.1 get 10500-CMW710-R7169P01.ipe 


  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 


                                 Dload  Upload   Total   Spent    Left  Speed 


100  26M  100  26M    0     0  1193k      0  0:00:21  0:00:21 --:--:-- 1127k 


 


<Sysname> 


2. Execute the boot-loader command in user view to load the file 10500-CMW710-R7169P01.ipe 
and specify the file as the main startup software image file. 
<Sysname> boot-loader file flash:/10500-CMW710-R7169P01.ipe slot 6 main 


 Verifying the file flash:/10500-CMW710-R7169P01.ipe on slot 
6.................................. 


...............................Done. 


10508 images in IPE: 
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  10500-CMW710-BOOT-R7169P01.bin 


  10500-CMW710-SYSTEM-R7169P01.bin 


This command will set the main startup software images. Continue? [Y/N]:y 


Add images to slot 6. 


Decompressing file 10500-CMW710-BOOT-R7169P01.bin to flash:/10500-CMW710-BOOT- 
R7169P01.bin..........................................Done. 


Decompressing file 10500-CMW710-SYSTEM-R7169P01.bin to flash:/10500-CMW710-SYSTEM 


-R7169P01.bin....................................................................
.. 


................................................................................ 


................................................................................ 


...................................................................Done. 


Decompression completed. 


You are recommended to delete the .ipe file after you set startup software image 


s for all slots. 


Do you want to delete flash:/10500-CMW710-R7169P01.ipe now? [Y/N]:y 


The images that have passed all examinations will be used as the main startup so 


ftware images at the next reboot on slot 6. 


<Sysname> 


If the space is not enough for decompressing the .ipe file, follow these steps to load the .bin files.  


Execute the tftp get command in user view to download the system software image files 
10500-CMW710-BOOT-R7169P01.bin 10500-CMW710-SYSTEM-R7169P01.bin to the flash 
on the switch. 
<Sysname> tftp 192.168.1.1 get 10500-CMW710-BOOT-R7169P01.bin 


  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 


                                 Dload  Upload   Total   Spent    Left  Speed 


100  26M  100  26M    0     0  1193k      0  0:00:21  0:00:21 --:--:-- 1127k 


 


<Sysname> tftp 192.168.1.1 get 10500-CMW710-SYSTEM-R7169P01.bin 


  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 


                                 Dload  Upload   Total   Spent    Left  Speed 


100 182M  100 182M    0     0  1193k      0  0:02:10  0:02:10 --:--:-- 1127k 


 


<Sysname> 


Execute the boot-loader command in user view to load the files 
10500-CMW710-BOOT-R7169P01.bin 10500-CMW710-SYSTEM-R7169P01.bin and specify 
the file as the main startup software image file. 
<Sysname> boot-loader file boot flash:/10500-CMW710-BOOT-R7169P01.bin system flash:/ 
10500-CMW710-SYSTEM-R7169P01.bin slot 6 main 


This command will set the main startup software images. Continue? [Y/N]:Y  


Verifying the file flash:/10500-cmw710-boot-R7169P01.bin on slot 6................. 


..................Done.  


Verifying the file flash:/10500-cmw710-system-R7169P01.bin on slot 6............... 


................................................................................ 


................................................................................ 


Done.  


The images that have passed all examinations will be used as the main startup so 


ftware images at the next reboot on slot 6. 
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<Sysname> 


3. Execute the display boot-loader command in user view to verify that the file has been loaded. 
<Sysname> display boot-loader 


Software images on slot 6: 


Current software images: 


  flash:/10500-cmw710-boot-R7169P01.bin 


  flash:/10500-cmw710-system-R7169P01.bin 


Main startup software images: 


  flash:/10500-cmw710-boot-R7169P01.bin 


  flash:/10500-cmw710-system-R7169P01.bin 


Backup startup software images: 


  None 


<Sysname> 


4. Execute the reboot command in user view to reboot the switch. 
<Sysname> reboot 


Start to check configuration with next startup configuration file, please 
wait.........DONE! 


Current configuration will be lost after the reboot, save current configuration? 
[Y/N]:y 


Please input the file name(*.cfg)[flash:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


flash:/startup.cfg exists, overwrite? [Y/N]:y 


Validating file. Please wait... 


Configuration is saved to flash successfully. 


This command will reboot the device. Continue? [Y/N]:y 


Now rebooting, please wait... 


<Sysname> 


System is starting... 


5. After the reboot is complete, execute the display version command to verify that the system 
software image is correct. 


Using FTP to upgrade software 
This section describes how to upgrade system software by using FTP. 


Backing up the running system software image and configuration file 


1. Execute the save command in any view to save the current configuration. 
<Sysname> save 


The current configuration will be written to the device. Are you sure? [Y/N]:y 


Please input the file name(*.cfg)[flash:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


flash:/startup.cfg exists, overwrite? [Y/N]:y 


Validating file. Please wait... 


Saved the current configuration to mainboard device successfully. 


<Sysname> 


2. Execute the dir command in user view to identify the system software image and configuration file 
names and verify that the flash has sufficient space for the new system software image. 
<Sysname> dir 
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Directory of flash:/ 


 


   0     drw-         -  Jun 28 2011 14:41:16   logfile 


   1     drw-         -  Jun 28 2011 14:42:56   diagfile 


   2     -rw-     16256  Jun 28 2011 14:43:40   a.tar 


   3     -rw-      1694  Jun 28 2011 14:47:12   startup.cfg 


   4     -rw-      3432  Jun 28 2011 14:47:10   diag.tar.gz 


   5     -rw-  183861744  Jun 28 2011 14:37:46   main.bin 


 


503808 KB total (323086 KB free) 


 


<Sysname> 


3. Execute the ftp command in user view to access the FTP server. 
<Sysname> ftp 192.168.1.1 


Press CTRL+C to abort. 


Connected to 192.168.1.1 (192.168.1.1). 


220 WFTPD 2.0 service (by Texas Imperial Software) ready for new user 


User (192.168.1.1:(none)): zhangsan 


331 Give me your password, please 


Password: 


230 Logged in successfully 


Remote system type is MSDOS. 


ftp> 


4. Execute the put command in FTP client view to upload the main.bin file to the FTP server. 
ftp> binary 


200 Type is Image (Binary) 


ftp> put main.bin 


227 Entering Passive Mode (192,168,1,1,194,82) 


150 "E:\main.bin " file ready to receive in IMAGE / Binary mode 


226 Transfer finished successfully. 


98742272 bytes sent in 28.822 seconds (3.27 Mbytes/s) 


 


ftp> 


5. Execute the put command in FTP client view to upload the startup.cfg file to the FTP server. 
ftp> put startup.cfg 


227 Entering Passive Mode (192,168,2,79,194,99) 


150 "E:\startup.cfg" file ready to receive in IMAGE / Binary mode 


226 Transfer finished successfully. 


5188 bytes sent in 0.001 seconds (9.46 Mbytes/s) 


 


ftp> 


When you decompress an image, you need the same size of space as the image for saving 
the .bin files. If the space is not enough, use either of the following methods: 


 Back up the files and delete unnecessary files.  


 Use the .bin files for upgrade.  
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Upgrading the system software 


1. Execute the get command in FTP client view to download the system software image files 
10500-cmw710-R7169P01.ipe to the flash on the switch. 
ftp> get 10500-cmw710-R7169P01.ipe 


 


227 Entering Passive Mode (192,168,1,1,194,82) 


150 "E:\10500-cmw710-R7169P01.ipe " file ready to send (209724416 bytes) in IMAGE / 
Binary mode 


226 Transfer finished successfully. 


209724416 bytes sent in 28.822 seconds (3.27 Mbytes/s). 


 


ftp> 


 


2. Execute the quit command in FTP client view to return to user view. 
ftp> quit 


221 Windows FTP Server (WFTPD, by Texas Imperial Software) says goodbye 


 


<Sysname> 


3. Execute the boot-loader command in user view to load the file 10500-cmw710-R7169P01.ipe 
and specify the file as the main startup software image file. 
<Sysname> boot-loader file flash:/10500-CMW710-R7169P01.ipe slot 6 main 


 Verifying the file flash:/10500.ipe on slot 6.................................. 


...............................Done. 


10508 images in IPE: 


  10500-CMW710-BOOT-R7169P01.bin 


  10500-CMW710-SYSTEM-R7169P01.bin 


This command will set the main startup software images. Continue? [Y/N]:y 


Add images to slot 6. 


Decompressing file 10500-CMW710-BOOT-R7169P01.bin to flash:/10500-CMW710-BOOT- 
R7169P01.bin..........................................Done. 


Decompressing file 10500-CMW710-SYSTEM-R7169P01.bin to flash:/10500-CMW710-SYSTEM 


-R7169P01.bin....................................................................
.. 


................................................................................ 


................................................................................ 


...................................................................Done. 


Decompression completed. 


You are recommended to delete the .ipe file after you set startup software image 


s for all slots. 


Do you want to delete flash:/10500-CMW710-R7169P01.ipe now? [Y/N]:y 


The images that have passed all examinations will be used as the main startup so 


ftware images at the next reboot on slot 6. 


<Sysname> 


If the space is not enough for decompressing the .ipe file, follow these steps to load the .bin files.  


Execute the get command in FTP client view to download the system software image files 
10500-cmw710-boot-R7169P01.bin 10500-cmw710-system-R7169P01.bin to the flash on the 
switch. 
ftp> get 10500-cmw710-boot-R7169P01.bin 







 


35 


 


227 Entering Passive Mode (192,168,1,1,194,82) 


150 "E: 10500-cmw710-boot-R7169P01.bin " file ready to send (26015744 bytes) in IMAGE 
/ Binary mode 226 Transfer finished successfully. 


26015744 bytes sent in 19.822 seconds (3.27 Mbytes/s). 


 


ftp> get 10500-cmw710-system-R7169P01.bin 


 


227 Entering Passive Mode (192,168,1,1,194,82) 


150 "E: 10500-cmw710-boot-sytem.bin " file ready to send (182351872 bytes) in IMAGE 
/ Binary mode 226 Transfer finished successfully. 


182351872 bytes sent in 129.822 seconds (3.27 Mbytes/s). 


 


ftp> 


 


Execute the quit command in FTP client view to return to user view. 
ftp> quit 


221 Windows FTP Server (WFTPD, by Texas Imperial Software) says goodbye 


 


<Sysname> 


Execute the boot-loader command in user view to load the files 
10500-cmw710-boot-R7169P01.bin 10500-cmw710-system-R7169P01.bin and specify the file 
as the main startup software image file. 
<Sysname> boot-loader file boot flash:/10500-CMW710-BOOT-R7169P01.bin system flash:/ 
10500-CMW710-SYSTEM-R7169P01.bin slot 6 main 


This command will set the main startup software images. Continue? [Y/N]:Y  


Verifying the file flash:/10500-cmw710-boot-R7169P01.bin on slot 6................. 


..................Done.  


Verifying the file flash:/10500-cmw710-system-R7169P01.bin on slot 6............... 


................................................................................ 


................................................................................ 


Done.  


The images that have passed all examinations will be used as the main startup so 


ftware images at the next reboot on slot 6. 


<Sysname> 


 


 


4. Execute the display boot-loader command in user view to verify that the file has been loaded. 
<Sysname> display boot-loader 


 Software images on slot 6: 


Current software images: 


  flash:/10500-cmw710-boot-R7169P01.bin 


  flash:/10500-cmw710-system-R7169P01.bin 


Main startup software images: 


  flash:/10500-cmw710-boot-R7169P01.bin 


  flash:/10500-cmw710-system-R7169P01.bin 


Backup startup software images: 


  None 
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<Sysname> 


5. Execute the reboot command in user view to reboot the switch. 
<Sysname> reboot 


Start to check configuration with next startup configuration file, please 
wait.........DONE! 


Current configuration will be lost after the reboot, save current configuration? 
[Y/N]:y 


Please input the file name(*.cfg)[flash:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


flash:/startup.cfg exists, overwrite? [Y/N]:y 


Validating file. Please wait... 


Configuration is saved to flash successfully. 


This command will reboot the device. Continue? [Y/N]:y 


Now rebooting, please wait... 


<Sysname> 


System is starting... 


6. After the reboot is complete, execute the display version command to verify that the system 
software image is correct. 


Upgrading from the BootWare menu 
You can use the following methods to upgrade software from the BootWare menu: 


• Using TFTP/FTP to upgrade software through a management Ethernet port 


• Using XMODEM to upgrade software through the console port 
 


 TIP: 


Upgrading through a management Ethernet port is faster than through the console port.  
 


Accessing the BootWare menu 
1. Power on the switch. 


The following information appears. 
RAM test successful. 


Press Ctrl+T to start five-step full RAM test... 


Press Ctrl+Y to start nine-step full RAM test... 


System is starting... 


Press Ctrl+D to access BASIC-BOOTWARE MENU... 


Booting Normal Extended BootWare 


The Extended BootWare is self-decompressing.........Done. 


 


**************************************************************************** 


*                                                                          * 


*                         BootWare, Version 1.32                           * 


*                                                                          * 


**************************************************************************** 


Compiled Date         : Mar 11 2014 
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CPU Type              : XLP316 


CPU Clock Speed       : 1200MHz 


Memory Type           : DDR3 SDRAM 


Memory Size           : 8192MB 


Memory Speed          : 667MHz 


BootWare Size         : 1536KB 


Flash Size            : 500MB 


BASIC CPLD Version    : 1.0 


EXTENDED CPLD Version : 1.0 


PCB Version           : Ver.A 


 


BootWare Validating... 


Press Ctrl+B to access EXTENDED-BOOTWARE MENU... 


2. Press Ctrl + B at the prompt to access the BootWare menu. 
Password recovery capability is enabled. 


Note: The current operating device is flash 


Enter < Storage Device Operation > to select device. 


 


==========================<EXTENDED-BOOTWARE MENU>========================== 


|<1> Boot System                                                           | 


|<2> Enter Serial SubMenu                                                  | 


|<3> Enter Ethernet SubMenu                                                | 


|<4> File Control                                                          | 


|<5> Restore to Factory Default Configuration                              | 


|<6> Skip Current System Configuration                                     | 


|<7> BootWare Operation Menu                                               | 


|<8> Skip Authentication for Console Login                                 | 


|<9> Storage Device Operation                                              | 


|<0> Reboot                                                                | 


============================================================================ 


Ctrl+Z: Access EXTENDED ASSISTANT MENU 


Ctrl+F: Format File System 


Enter your choice(0-9): 


Table 7 BootWare menu options 


Item Description 


<1> Boot System Boot the system software image.  


<2> Enter Serial SubMenu 
Access the Serial submenu (see Table 10 ) for upgrading system 
software through the console port or changing the serial port 
settings.  


<3> Enter Ethernet SubMenu 
Access the Ethernet submenu (see Table 8) for upgrading system 
software through a management Ethernet port or changing Ethernet 
settings.  


<4> File Control Access the File Control submenu (see Table 11) to retrieve and 
manage the files stored on the switch. 


<5> Restore to Factory Default 
Configuration 


Restore the switch to the factory default configuration. 


This option is not available when password recovery is enabled.  
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Item Description 


<6> Skip Current System Configuration 
Skip the current system configuration. 


This option is not available when password recovery is disabled.  


<7> BootWare Operation Menu Access the BootWare Operation menu.  


<8> Skip Authentication for Console 
Login 


Skip authentication for login through the console port. 


This option is not available when password recovery is disabled.  


<9> Storage Device Operation Access the Storage Device Operation menu.  


<0> Reboot Restart the switch. 
 


Using TFTP/FTP to upgrade software through a management 
Ethernet port 


1. Enter 3 in the BootWare menu to access the Ethernet submenu. 
==========================<Enter Ethernet SubMenu>========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Download Files(*.*)                                                   | 


|<5> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-5): 


Table 8 Ethernet submenu options 


Item Description 


<1> Download Image Program To SDRAM And Run 


Download an application program to the SDRAM and 
run the program. 


This option is not available when password recovery 
is disabled.  


<2> Update Main Image File 


Download a software image to the current storage 
medium as the main image (the file attribute is set to 
M). 


If a main system image already exists, the M file 
attribute of the original image is removed. 


<3> Update Backup Image File 


Download a software image to the current storage 
medium as the backup image (the file attribute is set to 
B). 


If a backup system image already exists, the B file 
attribute of the original image is removed. 


<4> Download Files(*.*) 
Download files to the current storage medium. 


This option is not available when password recovery 
is disabled.  
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Item Description 


<5> Modify Ethernet Parameter Modify Ethernet settings. 


<0> Exit To Main Menu Return to the BootWare menu. 
 


2. Enter 5 to configure the Ethernet settings. 
==========================<ETHERNET PARAMETER SET>========================= 


|Note:       '.' = Clear field.                                            | 


|            '-' = Go to previous field.                                   | 


|         Ctrl+D = Quit.                                                   | 


========================================================================== 


PProtocol (FTP or TFTP) :ftp                                                      


Load File Name         :10500-CMW710-BOOT-R7169P01.bin                             


                       : 


Target File Name       :10500-CMW710-BOOT-R7169P01.bin                             


                       :  


Server IP Address      :192.168.36.1                                             


Local IP Address       :192.168.36.46                                            


Subnet Mask            :0.0.0.0                                                  


Gateway IP Address     :0.0.0.0                                                  


FTP User Name          :123                                                      


FTP User Password      :** 


Table 9 Network parameter fields and shortcut keys 


Field Description 


'.' = Clear field  Press a dot (.) and then Enter to clear the setting for a field.  


'-' = Go to previous field Press a hyphen (-) and then Enter to return to the previous field.  


Ctrl+D = Quit Press Ctrl + D to exit the Ethernet Parameter Set menu.  


Protocol (FTP or TFTP) Set the file transfer protocol to FTP or TFTP. 


Load File Name Set the name of the file to be downloaded.  


Target File Name 
Set a file name for saving the file on the switch. By default, the target 
file name is the same as the source file name.  


Server IP Address 
Set the IP address of the FTP or TFTP server. If a mask must be set, use 
a colon (:) to separate the mask length from the IP address. For 
example, 192.168.80.10:24. 


Local IP Address Set the IP address of the switch.  


Gateway IP Address 
Set a gateway IP address if the switch is on a different network than 
the server.  


FTP User Name 
Set the username for accessing the FTP server. This username must be 
the same as configured on the FTP server. This field is not available for 
TFTP.  


FTP User Password 
Set the password for accessing the FTP server. This password must be 
the same as configured on the FTP server. This field is not available for 
TFTP.  


 


3. Select an option in the Ethernet submenu to download 10500-CMW710-BOOT-R7169P01.bin. 
For example, enter 4 to download file. 
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==========================<Enter Ethernet SubMenu>==========================     


|Note:the operating device is flash                                        |     


|<1> Download Image Program To SDRAM And Run                               |     


|<2> Update Main Image File                                                |     


|<3> Update Backup Image File                                              |     


|<4> Download Files(*.*)                                                   |     


|<5> Modify Ethernet Parameter                                             |     


|<0> Exit To Main Menu                                                     |     


|<Ensure The Parameter Be Modified Before Downloading!>                    |     


============================================================================     


Enter your choice(0-5): 4                                                        


Loading.....................................................................     


............................................................................     


............................................................................     


............................................................................     


............................................................................     


............................................................................     


............................................................................     


..................Done.                                                          


26015744 bytes downloaded!                                                      


Saving file flash:/10500-CMW710-BOOT-R7169P01.bin .............................     


..................................................Done. 


4. Enter 5 to configure the Ethernet settings. 
==========================<ETHERNET PARAMETER SET>========================= 


|Note:       '.' = Clear field.                                            | 


|            '-' = Go to previous field.                                   | 


|         Ctrl+D = Quit.                                                   | 


========================================================================== 


PProtocol (FTP or TFTP) :ftp                                                     


Load File Name         :10500-CMW710-BOOT-R7169P01.bin                              


                       :10500-CMW710-SYSTEM-R7169P01.bin                            


Target File Name       :10500-CMW710-BOOT-R7169P01.bin                              


                       : 10500-CMW710-SYSTEM-R7169P01.bin                           


Server IP Address      :192.168.36.1                                             


Local IP Address       :192.168.36.46                                            


Subnet Mask            :0.0.0.0                                                  


Gateway IP Address     :0.0.0.0                                                  


FTP User Name          :123                                                      


FTP User Password      :** 


5. Select an option in the Ethernet submenu to download 10500-CMW710-SYSTEM-R7169P01.bin. 
For example, enter 4 to download file. 
==========================<Enter Ethernet SubMenu>==========================     


|Note:the operating device is flash                                        |     


|<1> Download Image Program To SDRAM And Run                               |     


|<2> Update Main Image File                                                |     


|<3> Update Backup Image File                                              |     


|<4> Download Files(*.*)                                                   |     


|<5> Modify Ethernet Parameter                                             |     
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|<0> Exit To Main Menu                                                     |     


|<Ensure The Parameter Be Modified Before Downloading!>                    |     


============================================================================     


Enter your choice(0-5): 4                                                        


Loading.....................................................................     


............................................................................     


............................................................................     


............................................................................     


............................................................................     


............................................................................     


............................................................................     


............................................................................     


............................................................................     


............................................................................     


............................................................................     


............................................................................     


.....................................Done. 182351872 bytes downloaded!             


Saving file flash:/10500-CMW710-SYSTEM-R7169P01.bin .............................     


..................................................Done. 


6. Enter 0 to return to the BootWare menu or 4 to set the type of a system software image. 
===============================<File CONTROL>=============================== 


|Note:the operating device is flash                                        | 


|<1> Display All File(s)                                                   | 


|<2> Set Image File type                                                   | 


|<3> Set Bin File type                                                     | 


|<4> Delete File                                                           | 


|<5> Copy File                                                             | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-5):3 


                                                                                 


 'M' = MAIN      'B' = BACKUP      'N/A' = NOT ASSIGNED                          


============================================================================     


|NO. Size(B)   Time                 Type   Name                            |     


|1   41753600  Mar/19/2015 12:52:11 M      flash:/10500-cmw710-boot-R7169P01.b|     


|in                                                                        |     


|2   312322048 Mar/19/2015 12:52:33 M      flash:/10500-cmw710-system-R7169P01|     


|.bin                                                                      |     


|0   Exit                                                                  |     


============================================================================     


Note:Select .bin files. One but only one boot image and system image must        


be included.                                                                     


Enter file No.(Allows multiple selection):1                                      


Enter another file No.(0-Finish choice):2                                        


Enter another file No.(0-Finish choice):0                                        


You have selected:                                                               


flash:/10500-cmw710-boot-R7169P01.bin                                              


flash:/10500-cmw710-system-R7169P01.bin                                            
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Modify the file attribute:                                                       


============================================================================     


|<1>+Main                                                                  |     


|<2>+Backup                                                                |     


|<0> Exit                                                                  |     


============================================================================     


Enter your choice(0-2):1                                                         


This operation may take several minutes. Please wait....                         


Set the file attribute success!                                 


7. Enter 0 to return to the BootWare menu or 1 to boot the system. 


Using XMODEM to upgrade software through the console port 
1. Enter 2 in the BootWare menu to access the Serial submenu. 


==========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Download Files(*.*)                                                   | 


|<5> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-5): 


Table 10 Serial submenu options 


Item Description 


<1> Download Image Program To SDRAM And Run 


Download an application program to the SDRAM 
and run the program. 


This option is not available when password 
recovery is disabled.  


<2> Update Main Image File 


Download a software image to the current storage 
medium as the main image (the file attribute is set to 
M). 


If a main system image already exists, the M file 
attribute of the original image is removed. 


<3> Update Backup Image File 


Download a software image to the current storage 
medium as the backup image (the file attribute is set 
to B). 


If a backup system image already exists, the B file 
attribute of the original image is removed. 


<4> Download Files(*.*) Download files to the current storage medium.  


<5> Modify Serial Interface Parameter Modify serial port parameters. 


<0> Exit To Main Menu Return to the BootWare menu. 
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2. Enter 5 to access the baudrate set menu. Select an appropriate baud rate for the console port. For 
example, enter 5 to select 115200 bps. 
===============================<BAUDRATE SET>=============================== 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)*                                                        | 


|<2> 19200                                                                 | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5):5 


The following messages appear: 
Baudrate has been changed to 115200 bps. 


Please change the terminal's baudrate to 115200 bps, press ENTER when ready. 
 


 NOTE: 


If the baud rate of the console port is 9600 bps, jump to step 9. 
 


3. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the switch. 


Figure 1 Disconnect the terminal connection 


 


4. Select File > Properties, and in the Properties dialog box, click Configure. 
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Figure 2 Properties dialog box 


 
 


5. Select 115200 from the Bits per second list and click OK. 
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Figure 3 Modify the baud rate 


 
 


6. Select Call > Call to re-establish the connection. 


Figure 4 Reestablishing the connection 


 
 


7. Press Enter. 


The following menu appears: 
The current baudrate is 115200 bps 


===============================<BAUDRATE SET>=============================== 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)                                                         | 


|<2> 19200*                                                                | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5): 
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8. Enter 0 to return to the Serial submenu. 
===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Download Files(*.*)                                                   | 


|<5> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-5): 


9. Select an option from options 2 and 3 to upgrade a system software image. For example, enter 2 
to upgrade the main system software image. 
Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCCC 


10. Select Transfer > Send File in the HyperTerminal window. 


Figure 5 Transfer menu 


 
 


11. In the dialog box that appears, click Browse to select the source file, and select Xmodem from the 
Protocol list. 


Figure 6 File transmission dialog box 


 
 


12. Click Send. The following dialog box appears: 
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Figure 7 File transfer progress 


 
 


13. When the Serial submenu appears after the file transfer is complete, enter 0 at the prompt to return 
to the BootWare menu. 
Download successfully! 


31911808 bytes downloaded! 


Updating File flash:/main.bin.............................................. 


.....................................................Done. 


 


===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Download Files(*.*)                                                   | 


|<5> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-5): 


14. Enter 0 to return to the BootWare menu or 4 to set the type of a system software image. 
===============================<File CONTROL>=============================== 


|Note:the operating device is flash                                        | 


|<1> Display All File(s)                                                   | 


|<2> Set Image File type                                                   | 


|<3> Set Bin File type                                                     | 


|<4> Delete File                                                           | 


|<5> Copy File                                                             | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-5):3 


                                                                                 


 'M' = MAIN      'B' = BACKUP      'N/A' = NOT ASSIGNED                          
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============================================================================     


|NO. Size(B)   Time                 Type   Name                            |     


|1   41753600  Mar/19/2015 12:52:11 M      flash:/10500-cmw710-boot-R7169P01.b|     


|in                                                                        |     


|2   312322048 Mar/19/2015 12:52:33 M      flash:/10500-cmw710-system-R7169P01|     


|.bin                                                                      |     


|0   Exit                                                                  |     


============================================================================     


Note:Select .bin files. One but only one boot image and system image must        


be included.                                                                     


Enter file No.(Allows multiple selection):1                                      


Enter another file No.(0-Finish choice):2                                        


Enter another file No.(0-Finish choice):0                                        


You have selected:                                                               


flash:/10500-cmw710-boot-R7169P01.bin                                              


flash:/10500-cmw710-system-R7169P01.bin                                            


                                                                                 


Modify the file attribute:                                                       


============================================================================     


|<1>+Main                                                                  |     


|<2>+Backup                                                                |     


|<0> Exit                                                                  |     


============================================================================     


Enter your choice(0-2):1                                                         


This operation may take several minutes. Please wait....                         


Set the file attribute success!                                 


15. Enter 0 to return to the BootWare menu or 1 to boot the system. 


16. If you are using a download rate other than 9600 bps, change the baud rate of the terminal to 
9600 bps. If the baud rate has been set to 9600 bps, skip this step. 


Managing files from the BootWare menu 
To change the type of a system software image, retrieve files, or delete files, enter 4 in the BootWare 
menu. 


The File Control submenu appears: 
===============================<File CONTROL>=============================== 


|Note:the operating device is flash                                        | 


|<1> Display All File(s)                                                   | 


|<2> Set Image File type                                                   | 


|<3> Set Bin File type                                                     | 


|<4> Delete File                                                           | 


|<5> Copy File                                                             | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-5): 







 


49 


Table 11 File Control submenu options 


Item Description 


<1> Display All File(s) Display all files. 


<2> Set Image File type Set the type of an .ipe file. 


<3> Set Bin File type Set the type of a .bin file. 


<4> Delete File Delete files. 


<5> Copy File Copy files.  


<0> Exit To Main Menu Return to the BootWare menu. 
 


Displaying all files 
To display all files, enter 1 in the File Control submenu: 
Display all file(s) in flash: 


 'M' = MAIN      'B' = BACKUP      'N/A' = NOT ASSIGNED 


============================================================================ 


|NO. Size(B)   Time                 Type   Name                            | 


|1   4577      Feb/19/2013 13:07:54 N/A    flash:/labtop.cfg               | 


|2   141952    Feb/19/2013 13:07:54 N/A    flash:/labtop.mdb               | 


|3   341547    Feb/20/2013 12:00:15 N/A    flash:/logfile/logfile.log      | 


|4   0         Jul/29/2014 16:32:27 N/A    flash:/test.cfg                 | 


|5   1681      Jul/29/2014 17:34:42 N/A    flash:/vlan.txt                 | 


|6   8299      Jul/29/2014 17:36:00 N/A    flash:/test.txt                 | 


|7   27708416  Jul/31/2014 09:27:30 M      flash:/10500-CMW710-BOOT-R7169P01.b| 


|in                                                                        | 


|8   208249856 Jul/31/2014 09:28:27 M      flash:/10500-CMW710-SYSTEM-R7169P01| 


|.bin                                                                      | 


|0   Exit                                                                  | 


============================================================================ 


Changing the type of a system software image 
System software image file attributes include main (M) and backup (B). You can store only one main 
image and one backup image on the switch. A system software image can have any combination of the 
M and B attributes. If the file attribute you are assigning has been assigned to an image, the assignment 
removes the attribute from that image. The image is marked as N/A if it has only that attribute. 


For example, the file main.bin has the M attribute and the file update.bin has the B attribute. After you 
assign the M attribute to update.bin, the type of update.bin changes to M+B and the type of main.bin 
changes to N/A. 


To change the type of a system software image: 


1. Enter 2 in the File Control submenu. 
'M' = MAIN      'B' = BACKUP      'N/A' = NOT ASSIGNED 


============================================================================ 


|NO. Size(B)   Time                 Type   Name                            | 


|1   27708416  Jul/31/2014 09:27:30 M      flash:/10500-CMW710-BOOT-R7169P01.b| 
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|in                                                                        | 


|2   208249856 Jul/31/2014 09:28:27 M      flash:/10500-CMW710-SYSTEM-R7169P01| 


|.bin                                                                      | 


|0   Exit                                                                  | 


============================================================================ 


Note:Select .bin files. One but only one boot image and system image must 


be included. 


Enter file No.(Allows multiple selection):1 


2. Enter the number of the file you are working with, and press Enter. 
Modify the file attribute: 


============================================================================ 


|<1>+Main                                                                  | 


|<2>+Backup                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-2): 


3. Enter 1 or 2 to set the attribute for the file. 


Deleting files 
When storage space is insufficient, you can delete obsolete files to free up storage space. 


To delete files: 


1. Enter 4 in the File Control submenu. 
Deleting the file in flash: 


 'M' = MAIN      'B' = BACKUP      'N/A' = NOT ASSIGNED 


Display all file(s) in flash: 


 'M' = MAIN      'B' = BACKUP      'N/A' = NOT ASSIGNED 


============================================================================ 


|NO. Size(B)   Time                 Type   Name                            | 


|1   4577      Feb/19/2013 13:07:54 N/A    flash:/labtop.cfg               | 


|2   141952    Feb/19/2013 13:07:54 N/A    flash:/labtop.mdb               | 


|3   341547    Feb/20/2013 12:00:15 N/A    flash:/logfile/logfile.log      | 


|4   0         Jul/29/2014 16:32:27 N/A    flash:/test.cfg                 | 


|5   1681      Jul/29/2014 17:34:42 N/A    flash:/vlan.txt                 | 


|6   8299      Jul/29/2014 17:36:00 N/A    flash:/test.txt                 | 


|7   27708416  Jul/31/2014 09:27:30 M      flash:/10500-CMW710-BOOT-R7169P01.b| 


|in                                                                        | 


|8   208249856 Jul/31/2014 09:28:27 M      flash:/10500-CMW710-SYSTEM-R7169P01| 


|.bin                                                                      | 


|0   Exit                                                                  | 


============================================================================ 


Enter file No.: 


2. Enter the number of the file that you want to delete. 


3. When the following prompt appears, enter Y. 
The file you selected is flash:/labtop.cfg,Delete it? [Y/N]Y 


Deleting...Done 
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Handling software upgrade failures 
If a software upgrade fails, the system runs the old software version. 


To handle a software failure: 


1. Verify that physical ports are correctly connected. 


1. If you are using the console port for file transfer, verify that the HyperTerminal settings (including 
the baud rate and data bits) are correct. 


2. Examine the file transfer settings: 


 If XMODEM is used, make sure you set the same baud rate for the terminal as for the console 
port. 


 If TFTP is used, make sure you enter the same server IP addresses, file name, and working 
directory as set on the TFTP server. 


 If FTP is used, make sure you enter the same FTP server IP address, source file name, working 
directory, and FTP username and password as set on the FTP server. 


3. Verify that the FTP or TFTP server software is running and has correct settings. 


4. Verify that the storage device has sufficient space for the upgrade files. 


5. If the message "Something is wrong with the file" appears, verify that the file is usable. 


 


Appendix C Using BootWare menus 


Accessing the BootWare menu 
The BootWare program is stored in the built-in flash. It consists of one basic segment and one extended 
segment. The basic segment enables the system to complete basic initialization, and the extended 
segment bootstraps the Comware software images. 


Table 12 lists the menus that each segment provides and the major tasks you can perform with these 
menus. You can access these menus only during system startup. 


Table 12 BootWare menus 


BootWare 
segment Menu Tasks Reference 


Basic BASIC-BOOTWARE 


• Modify serial port parameters. 
• Upgrade BootWare. 
• Start the primary or backup 


BootWare extended segment. 


Using the 
BASIC-BOOTWARE menu 


Basic BASIC ASSISTANT Perform RAM test. 
Accessing the BASIC 
ASSISTANT menu 
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BootWare 
segment Menu Tasks Reference 


Extended EXTEND-BOOTWARE 


• Upgrade Comware software. 
• Manage files. 
• Access the system when the console 


login password is lost. 
• Clear user privilege passwords. 


Using the 
EXTEND-BOOTWARE 
menu 


Extended EXTEND-ASSISTANT 
• Examine system memory. 
• Search system memory. 


Using the 
EXTEND-ASSISTANT 
menu 


 


 NOTE: 


Availability of some menu options depends on the password recovery capability state. For more 
information about the feature and its relevant menu options, see "Disabling password recovery 
capability." 
 


BootWare provides the shortcut keys in Table 13. 


Table 13 BootWare shortcut keys 


Shortcut 
key Prompt message Function 


Ctrl+B 
Press Ctrl+B to access 
EXTENDED-BOOTWARE MENU 


Accesses the EXTEND-BOOTWARE menu 
while the device is starting up. 


Ctrl+C 


Please Start To Transfer File, Press <Ctrl+C> To 
Exit 


Stops the ongoing file transfer and exits the 
current operation interface. 


Info: Press Ctrl+C to abort or return to 
EXTEND-ASSISTANT MENU 


Returns to the EXTEND-ASSISTANT menu. If the 
system is outputting the result of an operation, 
this shortcut key combination aborts the 
display first. 


Ctrl+D 
Press Ctrl+D to access BASIC-BOOTWARE 
MENU 


Accesses the BASIC-BOOTWARE menu. 


Ctrl+D = Quit Exits the parameter settings menu. 


Ctrl+E Memory Test(press Ctrl+C to skip it,press 
Ctrl+E to ECHO INFO) 


Displays the test process. 


Ctrl+F Ctrl+F: Format File System Formats the current storage medium. 


Ctrl+T Press Ctrl+T to start memory test Starts a RAM test before the extended 
BootWare segment starts to run. 


Ctrl+U Access BASIC ASSISTANT MENU Accesses the BASIC ASSISTANT menu from 
the BASIC-BOOTWARE menu. 


Ctrl+V Press Ctrl+V to start heavy memory test Performs a memory pressure test. 


Ctrl+Z Ctrl+Z: Access EXTEND ASSISTANT MENU Accesses the EXTEND-ASSISTANT menu from 
the EXTEND-BOOTWARE menu. 
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Using the BASIC-BOOTWARE menu 
To access the BASIC-BOOTWARE menu: 


2. Power on the device. 


3. Press Ctrl + D within 4 seconds after the "Press Ctrl+D to access BASIC-BOOTWARE MENU" 
prompt message appears. If you fail to do this within the time limit, the system starts to run the 
extended BootWare segment. 
======================<BASIC-BOOTWARE MENU(Ver 1.10)>======================= 


|<1> Modify Serial Interface Parameter                                     | 


|<2> Update Extend BootWare                                                | 


|<3> Update Full BootWare                                                  | 


|<4> Boot Extend BootWare                                                  | 


|<5> Boot Backup Extend BootWare                                           | 


|<0> Reboot                                                                | 


============================================================================ 


Ctrl+U: Access BASIC ASSISTANT MENU 


Enter your choice(0-5): 


Table 14 BASIC-BOOTWARE menu options 


Option Task 


<1> Modify Serial Interface Parameter 
Change the baud rate of the console port. 


Perform this task before downloading an image through the 
console port for software upgrade. 


<2> Update Extend BootWare 
Update the extended BootWare segment. 


If the corrupted extended segment has corrupted, choose this 
option to repair it. 


<3> Update Full BootWare Update the entire BootWare, including the basic segment 
and the extended segment. 


<4> Boot Extend BootWare Run the primary extended BootWare segment. 


<5> Boot Backup Extend BootWare Run the backup extended BootWare segment. 


<0> Reboot Reboot the device. 


Ctrl+U: Access BASIC ASSISTANT MENU Press Ctrl + U to access the BASIC ASSISTANT menu.  
 


Modifying serial port parameters 


When using the console port to access the system, make sure the port parameters are consistent with the 
serial port settings on the configuration terminal, including the baud rate, data bits, parity check, stop 
bits, flow control, and emulation. If the settings are inconsistent, communication will fail. 


With BootWare, you can change the baud rate. HP recommends that you change the default baud rate 
(9600 bps) to a higher baud rate for faster file transfer before downloading a Comware image file with 
XMODEM through the console port. 


To change the baud rate of the console port: 


1. Enter 1 in the BASIC-BOOTWARE menu. 
Enter your choice(0-5): 1 


===============================<BAUDRATE SET>=============================== 
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|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)*                                                        | 


|<2> 19200                                                                 | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5): 


2. Enter the number that represents the baud rate you want to choose. For example, enter 5 to set the 
baud rate to 115200 bps. 


 


 NOTE: 


The baud rate change is a one-time operation. The baud rate will restore to the default (9600 bps) at 
reboot. To set up a console session with the device after a reboot, you must change the baud rate setting 
on the configuration terminal back to 9600 bps. 
 


Updating the extended BootWare segment 


If the extended BootWare segment has been corrupted, enter 2 in the BASIC-BOOTWARE menu to 
update it. 
Enter your choice(0-5): 2 


Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCCC 


Updating the entire BootWare 


To update the entire BootWare, enter 3 in the BASIC-BOOTWARE menu. 
Enter your choice(0-5): 3 


Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCCC 


Running the primary extended BootWare segment 


To bootstrap the Comware images with the primary extended BootWare segment, enter 4 in the 
BASIC-BOOTWARE menu. 
Enter your choice(0-5): 4 


Booting Normal Extend BootWare. 


The Extend BootWare is self-decompressing................................... 


.......Done! 


 


**************************************************************************** 


*                                                                                        * 


*                         BootWare, Version 1.10                                     * 


*                                                                                        * 


**************************************************************************** 


Compiled Date       : Jan  7 2013 


CPU Type            : XLP316 


CPU Clock Speed     : 1200MHz 
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Memory Type         : DDR3 SDRAM 


Memory Size         : 8192MB 


Memory Speed        : 667MHz 


BootWare Size       : 1536KB 


Flash Size          : 500MB 


BASIC CPLD Version  : 1.0 


EXTENDED CPLD Version: 1.0 


PCB Version         : Ver.A 


 


 


BootWare Validating... 


Press Ctrl+B to enter extended boot menu... 


 


Password recovery capability is enabled. 


Note: The current operating device is flash 


Enter < Storage Device Operation > to select device. 


Running the backup extended BootWare segment 


To bootstrap the Comware images with the backup extended BootWare segment, enter 5 in the 
BASIC-BOOTWARE menu. For information about backing up the extended BootWare segment, see 
"Managing the BootWare image." 
Enter your choice(0-5): 5 


Booting Backup Extend BootWare 


The Extend BootWare is self-decompressing................ 


Done! 


Accessing the BASIC ASSISTANT menu 
To access the BASIC ASSISTANT BOOTWARE menu, press Ctrl+U while you are in the 
BASIC-BOOTWARE menu.  
===========================<BASIC ASSISTANT MENU>=========================== 


|<1> RAM Test                                                              | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-1): 


Table 15 BASIC ASSISTANT menu 


Option Task 


<1> RAM Test Perform a RAM test. 


<0> Exit to Main Menu Return to the BASIC-BOOTWARE menu. 
 


To perform a RAM test, press Ctrl+T within 4 seconds after the prompt message "Press Ctrl+T to start 
memory test" appears. 


To perform a RAM pressure test, press Ctrl+V within 4 seconds after the prompt message "Press Ctrl+V 
to start heavy memory test" appears. 


If a RAM test is required, do that under the guidance of an HP technical support engineer. 
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Using the EXTEND-BOOTWARE menu 
To access the EXTEND-BOOTWARE menu: 


1. Reboot the device or run the primary or backup extended BootWare segment from the 
BASIC-BOOTWARE menu. 


2. Press Ctrl+B within 5 seconds after the "Press Ctrl+B to access EXTENDED-BOOTWARE MENU..." 
prompt message appears. If you fail to do this, the system starts decompressing the Comware 
software file. 
Password recovery capability is enabled. 


Note: The current operating device is flash 


Enter < Storage Device Operation > to select device. 


3. Press Enter at the prompt for password. 


The EXTEND-BOOTWARE menu appears. 
===========================<EXTEND-BOOTWARE MENU>=========================== 


|<1> Boot System                                                           | 


|<2> Enter Serial SubMenu                                                  | 


|<3> Enter Ethernet SubMenu                                                | 


|<4> File Control                                                          | 


|<5> Restore to Factory Default Configuration                              | 


|<6> Skip Current System Configuration                                     | 


|<7> BootWare Operation Menu                                               | 


|<8> Skip Authentication for Console Login                                 | 


|<9> Storage Device Operation                                              | 


|<0> Reboot                                                                | 


============================================================================ 


Ctrl+Z: Access EXTEND ASSISTANT MENU 


Ctrl+F: Format File System 


Enter your choice(0-9): 


Availability of some options in this menu depends on the password recovery capability state 
(displayed on top of the EXTEND-BOOTWARE menu). For more information about the feature, see 
"Disabling password recovery capability." 


Table 16 EXTEND-BOOTWARE menu options 


Option Tasks Reference 


<1> Boot System 


Run the Comware software without 
rebooting the device. 


Choose this option after completing 
operations in the 
EXTEND-BOOTWARE menu. 


N/A 


<2> Enter Serial SubMenu 
Download files with XMODEM and 
upgrade Comware software 
through the console port. 


Upgrading Comware software 
through the console port 


<3> Enter Ethernet SubMenu 


Download files with FTP or TFTP and 
upgrade Comware software 
through the management Ethernet 
interface. 


Upgrading Comware software 
through an Ethernet port 
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Option Tasks Reference 


<4> File Control 


• Display files on the current 
storage medium. 


• Set a Comware image file as the 
main or backup startup software 
image. 


• Delete files to free storage 
space. 


Managing files 


<5> Restore to Factory Default 
Configuration 


Restore the factory-default 
configuration. 


This option is available only if 
password recovery capability is 
disabled. 


Restoring the factory-default 
configuration 


<6> Skip Current System 
Configuration 


Start the device with the 
factory-default configuration 
without loading any configuration 
file. 


This is a one-time operation and 
takes effect only for the first system 
boot or reboot after you choose this 
option. 


This option is available only if 
password recovery capability is 
enabled. 


Starting up without loading the 
configuration file 


<7> BootWare Operation Menu 
Back up, recover, and upgrade the 
BootWare image. Managing the BootWare image 


<8> Skip Authentication for 
Console Login 


Skip console login authentication. 


This option is available only if 
password recovery capability is 
enabled. 


Skipping console login 
authentication 


<9> Storage Device Operation 


Set the storage medium from which 
the device will start up. 


Set the storage medium where file 
operations are performed. This 
storage medium is referred to as the 
"current storage medium" in this 
chapter. 


Managing storage media 


<0> Reboot Reboot the device. N/A 
 


Disabling password recovery capability 
Password recovery capability controls console user access to the device configuration and SDRAM from 
BootWare menus. 


If password recovery capability is enabled, console users can do the following: 


• If console users forget their user privilege level passwords, they can skip the current configuration 
file to configure new passwords. 
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• If console users forget their console login passwords, they can skip login authentication or the 
current configuration file to configure new passwords. 


If password recovery capability is disabled, console users must restore the factory-default configuration 
before they can configure new passwords. Restoring the factory-default configuration deletes the 
next-startup configuration files. 


To enhance system security, disable password recovery capability. 


To disable password recovery capability: 
 


Step Command Remarks 
1. Enter system view. system-view N/A 


2. Disable password recovery 
capability. undo password-recovery enable Enabled by default. 


 


 NOTE: 


To avoid version compatibility problems, use compatible Comware software and BootWare. 
 


Running the Comware software 
To run the Comware software after completing all operations, enter 1 in the EXTEND-BOOTWARE menu. 
Enter your choice(0-9): 1 


Loading file flash:/10500-CMW710-SYSTEM-R7169P01.bin....................... 


............................................................................ 


............................................................................ 


............................................................................ 


............................................................................ 


............................................................................ 


...................................................Done. 


Loading file flash:/10500-CMW710-BOOT-R7169P01.bin......................... 


............................................................................ 


...........................................Done. 


 


Image file flash:/10500-CMW710-BOOT-R7169P01.bin is self-decompressing..... 


............................................................................ 


...............Done. 


System image is starting... 


 


Waiting for StackBoard to insert, this process may occupy time up to 300 seconds 


. 


 


STM Init Start. 


User interface aux1/1 is available. 


 


Press ENTER to get started. 
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Upgrading Comware software through the console port 
You can upgrade the Comware software through the console port or modify the baud rate of the console 
port from the Serial submenu. 


To upgrade Comware software through the console port from the Serial submenu: 


1. Enter 2 in the EXTEND-BOOTWARE menu to access the Serial submenu. 
Enter your choice(0-9): 2 


===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


Table 17 Serial submenu options 


Option Tasks 


<1> Download Image Program To 
SDRAM And Run 


Load and run a Comware software image in SDRAM. 


If password recovery capability is disabled, this option is not 
available. 


<2> Update Main Image File 


Download a Comware software image to the current storage medium 
as the main image (the file attribute is set to M). 


If a main system image already exists, the M file attribute of the 
original image is removed. 


<3> Update Backup Image File 


Download a Comware software image to the current storage medium 
as the backup image (the file attribute is set to B). 


If a backup system image already exists, the B file attribute of the 
original image is removed. 


<4> Modify Serial Interface Parameter 


Change the baud rate of the console port. 


The baud rate change is a one-time operation. The baud rate will 
restore to the default (9600 bps) at reboot. To set up a console 
session with the device after a reboot, you must change the baud rate 
setting on the configuration terminal to 9600 bps. 


<0> Exit To Main Menu Return to the EXTEND-BOOTWARE menu. 
 


 NOTE: 


To set the current storage medium, see "Managing storage media." 
 


2. Enter 4 in the serial submenu to change the baud rate.  
===============================<BAUDRATE SET>============================= 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)*                                                        | 
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|<2> 19200                                                                 | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


========================================================================== 


Enter your choice(0-5):5 


3. Enter an appropriate baud rate option. For example, enter 5 to select 115200 bps. 


HP recommends that you change the default baud rate (9600 bps) to a higher baud rate for faster 
file transfer before downloading a Comware software image with XMODEM through the console 
port. 


4. Enter 0 to return to the Serial submenu. 


5. Choose an option from 1 and 2. For example, to upgrade the main Comware software image, 
enter 2. 
===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                               | 


|<2> Update Main Image File                                                | 


|<3> Update Backup Image File                                              | 


|<4> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


6. On the configuration terminal, configure the communication settings and transfer the upgrade file. 
For more information, see "Using XMODEM to upgrade software through the console port". 


In this example, when the file transfer is complete, the system sets the file as the main Comware 
software image. The following is the sample output: 
Loading................................................................... 


.......................................................................... 


.......................................................................... 


..................................Done! 


77979456 bytes downloaded! 


Updating File flash:/test.bin.............................................. 


.......................................................................... 


.......................................................................... 


............................................... 


..Done! 


7. Enter 0 in the Serial submenu to return to the EXTEND-BOOTWARE menu. 


8. Enter 1 in the EXTEND-BOOTWARE menu to run the new Comware software. 


Upgrading Comware software through an Ethernet port 
You can upgrade Comware software with FTP or TFTP through an Ethernet port from the Ethernet 
submenu. 


To update Comware software through an Ethernet port from the Ethernet submenu: 


1. Enter 3 in the EXTEND-BOOTWARE menu to access the Ethernet submenu. 
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Enter your choice(0-9):3 


==========================<Enter Ethernet SubMenu>========================== 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                         | 


|<2> Update Main Image File                                          | 


|<3> Update Backup Image File                                        | 


|<4> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-4): 


Table 18 Ethernet submenu options 


Option Tasks 


<1> Download Image Program To SDRAM And 
Run 


Load and run a Comware software image in SDRAM. 


If password recovery capability is disabled, this option is 
not available. 


<2> Update Main Image File 


Download a Comware software image to the current 
storage medium as the main image (the file attribute is set to 
M). 


If a main system image already exists, the M file attribute of 
the original image is removed. 


<3> Update Backup Image File 


Download a Comware software image to the current 
storage medium as the backup image (the file attribute is set 
to B). 


If a backup system image already exists, the B file attribute 
of the original image is removed. 


<4> Modify Ethernet Parameter Configure FTP or TFTP file transfer settings. 


<0> Exit To Main Menu Return to the EXTEND-BOOTWARE menu. 
 


2. Enter 4 in the Ethernet submenu to configure file transfer settings. 
Enter your choice(0-4):4 


======================<CORE 0 ETHERNET PARAMETER SET>======================= 


|Note:       '.' = Clear field.                                            | 


|            '-' = Go to previous field.                                   | 


|          Ctrl+D = Quit.                                                  | 


============================================================================ 


Protocol (FTP or TFTP) :tftp 


Load File Name         : 10500-CMW710-E2102.ipe 


                       : 


Target File Name       : 10500-CMW710-E2102.ipe 


                       : 


Server IP Address      :192.168.0.23 


Local IP Address       :192.168.0.105 


Subnet Mask            :255.255.255.0 


Gateway IP Address     :0.0.0.0 
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Table 19 Setting file transfer parameters 


Field Description 


'.' = Clear field  Press the dot (.), and then press Enter to clear the setting for a field. 


'-' = Go to previous field Press the hyphen (-), and then press Enter to return to the previous field. 


Ctrl+D = Quit Press Ctrl + D to exit the Ethernet parameter settings menu. 


Protocol (FTP or TFTP) Set the file transfer protocol to FTP or TFTP. 


Load File Name Set the name of the file to be downloaded. 


Target File Name 


Set a file name for saving the file in the current storage medium on the 
device. The target file name must have the same suffix as the source 
file. 


By default, the target file name is the same as the source file name. 


Server IP Address 
Set the IP address of the FTP or TFTP server. If a mask must be set, use 
a colon (:) to separate the mask length from the IP address. For 
example, 192.168.2.26:24. 


Local IP Address Set the IP address of the device. 


Subnet Mask Set the IP subnet mask of the device. 


Gateway IP Address 
Set a gateway IP address if the device is on a different network than 
the server. 


FTP User Name 
Set the username for accessing the FTP server. This username must be 
the same as configured on the FTP server. This field is not available for 
TFTP. 


FTP User Password 
Set the password for accessing the FTP server. This password must be 
the same as configured on the FTP server. This field is not available for 
TFTP. 


 


3. Choose an option from 1 and 2. For example, to upgrade the main Comware software image, 
enter 2. 
==========================<Enter Ethernet SubMenu>========================= 


|Note:the operating device is flash                                        | 


|<1> Download Image Program To SDRAM And Run                         | 


|<2> Update Main Image File                                          | 


|<3> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


========================================================================== 


Enter your choice(0-3):2 


Waiting ...CCC 


Download successfully! 


47979456 bytes downloaded! 


Updating File flash:/test.bin.............................................. 


.......................................................................... 


.......................................................................... 


............................................... 


..Done! 


4. Enter 0 in the Ethernet submenu to return to the EXTEND-BOOTWARE menu. 
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5. Enter 1 in the EXTEND-BOOTWARE menu to run the new Comware software. 


Managing files 
To change the type of a Comware software image, retrieve files, or delete files, enter 4 in the 
EXTEND-BOOTWARE menu. 
Enter your choice(0-9):4 


The following FILE CONTROL submenu appears: 
===============================<File CONTROL>===============================     


|Note:the operating device is flash                                        |     


|<1> Display All File(s)                                                   |     


|<2> Set Image File type                                                   |     


|<3> Set Bin File type                                                     |     


|<4> Delete File                                                           |     


|<0> Exit To Main Menu                                                     |     


============================================================================     


Enter your choice(0-4): 


Table 20 FILE CONTROL submenu options 


Option Task 


<1> Display All File(s) Display all files on the current storage medium. 


<2> Set Image File type Set the type of a Comware software image. 


<3> Set Bin File type     Set the type of a .bin Comware software image. 


<4> Delete File Delete a file from the current storage medium. 


<4> Exit To Main Menu Return to the EXTEND-BOOTWARE menu. 
 


Restoring the factory-default configuration 
 


 CAUTION: 


Performing this task can cause all next-startup configuration files to be permanently deleted. 
 


To restore the factory-default configuration from the EXTEND-BOOTWARE menu, make sure password 
recovery capability is disabled. If the capability is enabled, you cannot perform the task.  


Disabling password recovery capability can protect your system from unauthorized console access to 
configuration. However, if you have only console access to the system but you have lost the console login 
password, you can only access the system after restoring the factory-default configuration. 


To enable the system to start up with the factory-default configuration instead of a next-startup 
configuration file: 


1. Enter 5 in the EXTEND-BOOTWARE menu. 
Enter your choice(0-9):5 


2. Follow the system instruction to complete the task.  
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 If password recovery capability is enabled, first disable the capability from the CLI, and then 
reboot the device to access the EXTEND-BOOTWARE menu. 
Password recovery capability is enabled. To perform this operation, first 


disable the password recovery capability using the undo password-recovery 


enable command in CLI. 


 If password recovery capability is disabled, enter Y at the prompt to complete the task. 
Because the password recovery capability is disabled, this operation can 


cause the configuration files to be deleted, and the system will start up 


with factory defaults. Are you sure to continue?[Y/N]Y 


Setting...Done. 


Starting up without loading the configuration file 
You can perform this task only if password recovery capability is enabled. 


To ignore all configuration files and start up with the factory-default configuration, enter 6 in the 
EXTEND-BOOTWARE menu. This is a one-time operation, which takes effect only for the first system boot 
or reboot (option 1 or option 0 in the EXTEND-BOOTWARE menu). You use this option when you forget 
the console login password. 


Enter your choice(0-9): 6 


Flag Set Success. 


Managing the BootWare image 
You can use BootWare Operation menu to back up, recover, and upgrade the BootWare image.  


To access the BootWare Operation menu, enter 7 in the EXTEND-BOOTWARE menu. 
Enter your choice(0-9): 7 


=========================<BootWare Operation Menu>========================== 


|Note:the operating device is flash                                        | 


|<1> Backup Full BootWare                                                  | 


|<2> Restore Full BootWare                                                 | 


|<3> Update BootWare By Serial                                             | 


|<4> Update BootWare By Ethernet                                           | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-4): 


Table 21 BootWare Operation menu options 


Option Tasks 


<1> Backup Full BootWare 
Back up the entire BootWare image. When the BootWare 
image is corrupted, you could use the backup image for 
recovery. 


<2> Restore Full BootWare 
Recover the entire BootWare image. 


If the BootWare image has been corrupted, you can use a 
backup BootWare image to recover it. 


<3> Update BootWare By Serial Update the BootWare from the console port. 


<4> Update BootWare By Ethernet Update the BootWare from an Ethernet port. 
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Option Tasks 


<0> Exit To Main Menu Return to the EXTEND-BOOTWARE menu.  
 


Skipping console login authentication 
 


 IMPORTANT: 


• To perform this task, make sure password recovery capability is enabled. If the capability is disabled, 
you cannot perform this task. 


• Skipping console login authentication applies only to console login users. 


• Skipping console login authentication is a one-time operation. It takes effective only for the first system 
boot or reboot (option 1 and option 0 in the EXTEND-BOOTWARE menu) after you perform the 
operation. If you do not configure a new login password, the original setting continues to take effect for 
the subsequent reboot. 


 


If you cannot remember the console login password, enter 8 in the EXTEND-BOOTWARE menu so you 
can log in to the device through the console port without login authentication. 
Enter your choice(0-9): 8 


Clear Image Password Success! 


Managing storage media 
To get information about available storage media, and set the storage medium you want to use for file 
operations, enter 9 in the EXTEND-BOOTWARE menu. 


Enter your choice(0-9): 9 


The following DEVICE CONTROL menu appears: 
==============================<DEVICE CONTROL>============================== 


|<1> Display All Available Nonvolatile Storage Device(s)                   | 


|<2> Set The Operating Device                                              | 


|<3> Set The Default Boot Device                                           | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-3): 


Table 22 DEVICE CONTROL menu options 


Option Task 


<1> Display All Available Nonvolatile Storage Device(s) Display all available storage media. 


<2> Set The Operating Device 
Set the current storage medium. All file 
operations performed using BootWare menus 
are performed on the current storage medium. 


<3> Set The Default Boot Device Set the default storage medium from which the 
system will start up. 


<0> Exit To Main Menu Return to the EXTEND-BOOTWARE menu. 
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Using the EXTEND-ASSISTANT menu 
In the EXTEND-BOOTWARE menu, press Ctrl+Z to access the EXTEND-ASSISTANT menu. 


==========================<EXTEND-ASSISTANT MENU>=========================== 


|<1> Display Memory                                                        | 


|<2> Search Memory                                                         | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-2): 
 


Formatting the file system 
 


 CAUTION: 


Formatting the file system of a storage medium can cause the loss of all files. 
 


To format the file system of the current storage medium: 


1. Press Ctrl + F while you are in the EXTEND-BOOTWARE menu.  


2. Enter Y when the prompt for confirmation appears.  
Warning:All files on flash will be lost! Are you sure to format? [Y/N]y 


Handling upgrade failures 
If an upgrade failure occurs, the switch operates using the original version. 


To handle upgrade failure: 


1. Check that physical ports are correctly connected. 


2. Check that the HyperTerminal settings are correct. 


3. Check the HyperTerminal output for errors.  


The following shows some possible errors.  


 You have selected a baud rate other than 9600 bps, but did not set to the corresponding baud 
rate on HyperTerminal. 


 You typed an incorrect TFTP server IP address, filename, or directory. 


 You typed an incorrect FTP server IP address, filename, file directory, FTP username, or 
password. 


4. Verify that FTP or TFTP server software is running and has correct settings.  


5. Verify that the flash has enough memory to store the downloaded files. 


6. Verify that the versions of Comware software and BootWare are correct. For the compatibility 
between the Comware software and BootWare, see the hardware and software compatibility 
matrix in Release Notes. 


7. Verify that the BootWare image is applicable to the target cards.  


8. If a message "Something is wrong with the file" appears, check that the file is usable.  
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		Hardware feature updates

		10500-CMW710-R7169P01

		10500-CMW710-R7169

		10500-CMW710-R7168

		10500-CMW710-R7150

		10500-CMW710-R2111P06



		Software feature and command updates

		MIB updates

		Operation changes

		Operation changes in 10500-CMW710-R7169P01

		Operation changes in 10500-CMW710-R7169

		Operation changes in 10500-CMW710-R7168

		Operation changes in 10500-CMW710-R7150

		Operation changes in 10500-CMW710-R2111P06



		Restrictions and cautions

		1. Warning: The PEX code, used for the 5700, is not TAA compliant.

		2. The following LPUs are incompatible with the MDC feature. The MDC feature cannot work correctly when any of the following LPUs are installed.

		3. In an IRF fabric with plenty of configurations, the system might take more than half an hour to collect the diagnosis information.

		4. On SF/EC LPUs, each four continuous interfaces (for examples, interfaces 1 through 4, and interfaces 5 through 8) are organized into a group. When one interface in a group is configured as an IRF physical interface, the other interfaces used as non...

		5. On JH193A/JH201A (LSUM2TGS16SF0) LPUs, among interfaces 3 through 14, each three continuous interfaces (for example, interfaces 3 through 5, and interfaces 6 through 8) are organized into a group. Interfaces 1, 2, 15, and 16 are organized into a gr...

		6. When you apply a queue scheduling profile to an interface on an SF LPU, the unknown unicast packets are scheduled inaccurately.

		7. If the switch configured with multiport ARP entries is connected to an MS NLB server through an aggregate interface, the interface through which the traffic from a client enters the switch cannot be on the same LPU as any member of the aggregation ...

		8. After you set the switch-mode for a LPU, you must manually reboot the LPU. If you install a new LPU that does not operate in the default switch-mode, you must manually reboot the LPU.

		9. NTP in multicast mode supports only the multicast addresses in the network segment 224.0.1.0/24.

		10. JC628A (LSU1TGS16SC0) do not support MPLS.

		11. Switching fabric modules JC615A (LSU1FAB04A0) and JC616A (LSU1FAB08A0) are not compatible with the following LPUs:

		12. For JH191A/JH199A (LSUM2GP44TSSE0), JH192A/JH200A (LSUM2GT48SE0) LPUs installed on a 10504, 10508, 10508-V, or 10512 switch to operate correctly, make sure the first two switching fabric module slots of the switch have switching fabric modules ins...

		13. A LPU that uses BootWare 2.02 or an earlier version cannot be started if it is installed in slot 13 of a 10512 switch.

		14. This version does not support configuring inward-facing MEPs for CFD.

		15. In a four-chassis IRF fabric, if the four chassis are started asynchronously, the IRF fabric might split. Make sure these chassis have similar card configurations, so that they can back up each other. Also, make sure the four chassis are powered o...

		16. This version does not support the HIG monitoring feature of GOLD.

		17. The following LPUs each support a maximum of 4096 multicast forwarding entries. They will support more entries in later versions.

		18. The JH197A/JH205A (LSUM1TGS48SG0) LPU does not support uRPF.

		19. The following message is displayed for cards that do not support data center features:

		20. In an eIRF system, PEXs with 10500 switches as parent devices do not support sFlow.
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		Resolved problems in R7169P01
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		Resolved problems in R7169

		201506040305
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		201508260224

		201508190441

		201506100433

		201507220171



		Resolved problems in R7168

		201506230037

		201504170449

		201504100067

		201506030144

		201507010434

		201506260194

		201506180198

		201506150247

		201505190179

		201506170307



		Resolved problems in R7150

		201412270069

		201503230281

		201503180344

		201503110349
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		201412310300

		201408290277

		201408290278
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		Related documentation

		Documentation set

		Obtaining documentation



		Contacting HP

		Subscription service

		Software types

		Software file naming conventions

		1. Execute the save command in any view to save the current configuration.

		2. Execute the dir command in user view to identify the system software image and configuration file names and verify that the flash has sufficient space for the new system software image.

		3. Execute the tftp put command in user view to upload the main.bin file to the TFTP server.

		4. Execute the tftp put command in user view to upload the startup.cfg file to the TFTP server.

		1. Execute the tftp get command in user view to download the system software image file 10500-CMW710-R7169P01.ipe to the flash on the switch.

		2. Execute the boot-loader command in user view to load the file 10500-CMW710-R7169P01.ipe and specify the file as the main startup software image file.

		3. Execute the display boot-loader command in user view to verify that the file has been loaded.

		4. Execute the reboot command in user view to reboot the switch.

		5. After the reboot is complete, execute the display version command to verify that the system software image is correct.

		1. Execute the save command in any view to save the current configuration.

		2. Execute the dir command in user view to identify the system software image and configuration file names and verify that the flash has sufficient space for the new system software image.

		3. Execute the ftp command in user view to access the FTP server.

		4. Execute the put command in FTP client view to upload the main.bin file to the FTP server.

		5. Execute the put command in FTP client view to upload the startup.cfg file to the FTP server.

		1. Execute the get command in FTP client view to download the system software image files 10500-cmw710-R7169P01.ipe to the flash on the switch.

		2. Execute the quit command in FTP client view to return to user view.

		3. Execute the boot-loader command in user view to load the file 10500-cmw710-R7169P01.ipe and specify the file as the main startup software image file.

		4. Execute the display boot-loader command in user view to verify that the file has been loaded.

		5. Execute the reboot command in user view to reboot the switch.

		6. After the reboot is complete, execute the display version command to verify that the system software image is correct.

		1. Power on the switch.

		2. Press Ctrl + B at the prompt to access the BootWare menu.

		1. Enter 3 in the BootWare menu to access the Ethernet submenu.

		2. Enter 5 to configure the Ethernet settings.

		3. Select an option in the Ethernet submenu to download 10500-CMW710-BOOT-R7169P01.bin. For example, enter 4 to download file.

		4. Enter 5 to configure the Ethernet settings.

		5. Select an option in the Ethernet submenu to download 10500-CMW710-SYSTEM-R7169P01.bin. For example, enter 4 to download file.

		6. Enter 0 to return to the BootWare menu or 4 to set the type of a system software image.

		7. Enter 0 to return to the BootWare menu or 1 to boot the system.

		1. Enter 2 in the BootWare menu to access the Serial submenu.

		2. Enter 5 to access the baudrate set menu. Select an appropriate baud rate for the console port. For example, enter 5 to select 115200 bps.

		3. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the switch.

		4. Select File > Properties, and in the Properties dialog box, click Configure.

		5. Select 115200 from the Bits per second list and click OK.

		6. Select Call > Call to re-establish the connection.

		7. Press Enter.

		8. Enter 0 to return to the Serial submenu.

		9. Select an option from options 2 and 3 to upgrade a system software image. For example, enter 2 to upgrade the main system software image.

		10. Select Transfer > Send File in the HyperTerminal window.

		11. In the dialog box that appears, click Browse to select the source file, and select Xmodem from the Protocol list.

		12. Click Send. The following dialog box appears:

		13. When the Serial submenu appears after the file transfer is complete, enter 0 at the prompt to return to the BootWare menu.

		14. Enter 0 to return to the BootWare menu or 4 to set the type of a system software image.

		15. Enter 0 to return to the BootWare menu or 1 to boot the system.

		16. If you are using a download rate other than 9600 bps, change the baud rate of the terminal to 9600 bps. If the baud rate has been set to 9600 bps, skip this step.

		1. Enter 2 in the File Control submenu.

		2. Enter the number of the file you are working with, and press Enter.

		3. Enter 1 or 2 to set the attribute for the file.

		1. Enter 4 in the File Control submenu.

		2. Enter the number of the file that you want to delete.

		3. When the following prompt appears, enter Y.

		1. Verify that physical ports are correctly connected.

		1. If you are using the console port for file transfer, verify that the HyperTerminal settings (including the baud rate and data bits) are correct.

		2. Examine the file transfer settings:

		3. Verify that the FTP or TFTP server software is running and has correct settings.

		4. Verify that the storage device has sufficient space for the upgrade files.

		5. If the message "Something is wrong with the file" appears, verify that the file is usable.

		2. Power on the device.

		3. Press Ctrl + D within 4 seconds after the "Press Ctrl+D to access BASIC-BOOTWARE MENU" prompt message appears. If you fail to do this within the time limit, the system starts to run the extended BootWare segment.

		Modifying serial port parameters

		1. Enter 1 in the BASIC-BOOTWARE menu.

		2. Enter the number that represents the baud rate you want to choose. For example, enter 5 to set the baud rate to 115200 bps.



		Updating the extended BootWare segment

		Updating the entire BootWare

		Running the primary extended BootWare segment

		Running the backup extended BootWare segment



		Accessing the BASIC ASSISTANT menu

		Using the EXTEND-BOOTWARE menu

		1. Reboot the device or run the primary or backup extended BootWare segment from the BASIC-BOOTWARE menu.

		2. Press Ctrl+B within 5 seconds after the "Press Ctrl+B to access EXTENDED-BOOTWARE MENU..." prompt message appears. If you fail to do this, the system starts decompressing the Comware software file.

		3. Press Enter at the prompt for password.

		Disabling password recovery capability

		Running the Comware software

		Upgrading Comware software through the console port

		1. Enter 2 in the EXTEND-BOOTWARE menu to access the Serial submenu.

		2. Enter 4 in the serial submenu to change the baud rate.

		3. Enter an appropriate baud rate option. For example, enter 5 to select 115200 bps.

		4. Enter 0 to return to the Serial submenu.

		5. Choose an option from 1 and 2. For example, to upgrade the main Comware software image, enter 2.

		6. On the configuration terminal, configure the communication settings and transfer the upgrade file. For more information, see "Using XMODEM to upgrade software through the console port".

		7. Enter 0 in the Serial submenu to return to the EXTEND-BOOTWARE menu.

		8. Enter 1 in the EXTEND-BOOTWARE menu to run the new Comware software.



		Upgrading Comware software through an Ethernet port

		1. Enter 3 in the EXTEND-BOOTWARE menu to access the Ethernet submenu.

		2. Enter 4 in the Ethernet submenu to configure file transfer settings.

		3. Choose an option from 1 and 2. For example, to upgrade the main Comware software image, enter 2.

		4. Enter 0 in the Ethernet submenu to return to the EXTEND-BOOTWARE menu.

		5. Enter 1 in the EXTEND-BOOTWARE menu to run the new Comware software.



		Managing files

		Restoring the factory-default configuration

		1. Enter 5 in the EXTEND-BOOTWARE menu.

		2. Follow the system instruction to complete the task.



		Starting up without loading the configuration file

		Managing the BootWare image

		Skipping console login authentication

		Managing storage media

		Using the EXTEND-ASSISTANT menu

		1. Press Ctrl + F while you are in the EXTEND-BOOTWARE menu.

		2. Enter Y when the prompt for confirmation appears.

		1. Check that physical ports are correctly connected.

		2. Check that the HyperTerminal settings are correct.

		3. Check the HyperTerminal output for errors.

		4. Verify that FTP or TFTP server software is running and has correct settings.

		5. Verify that the flash has enough memory to store the downloaded files.

		6. Verify that the versions of Comware software and BootWare are correct. For the compatibility between the Comware software and BootWare, see the hardware and software compatibility matrix in Release Notes.

		7. Verify that the BootWare image is applicable to the target cards.

		8. If a message "Something is wrong with the file" appears, check that the file is usable.









